Understanding the risks of poor software management
These are the most common risks associated with poor software management:

e Legal exposure: which could result in prosecution or fines;

e Viruses: without due attention, these can corrupt your entire system;

¢ Lack of technical support: may not be available to unlicensed software;

e Business disruption: when the system crashes unexpectedly because of lack of controls;
¢ Lost productivity: losing out to those who do get the upgrades; and

¢ Overspend: without an audit, you may be paying for more licenses than you need.

Employees should be instructed not to bring in personal
software applications into the business since these may be
unlicensed and may be infected with a virus.




Stay on the License Compliance Track: The Audit,

Policies, and Procedures

All employees must understand the value of commercial software, learn the
difference between legal and illegal use and commit to proper use. To do this, your
organization must have a clear policy explaining that the company is committed to
managing its software assets.

When employing new staff, employers should ensure that the terms and conditions
of employment include the employee’s responsibility to respect and uphold
copyright law in the workplace. It is good company practice to ensure that you have
a corporate policy relating to the use of software in your organization and that
each employee receives a copy. Some companies make this part of the employee’s
employment contract.

Allowing employees uncontrolled access to the Internet may introduce additional
vulnerabilities. In many countries, a company may be held liable when an employee
breaks the law by downloading unauthorized software and in some cases this could
potentially mean imprisonment or fines for company directors. Unlicensed software
could also expose your networks and sensitive business data to system-crashing
viruses or allow others the ability to access files on your network.

Tips on creating and implementing a software
policy

A sample corporate policy statement is provided in Appendix I. Make sure the
policy is shared with everyone in your organization and ensure that every-
body understands what it means. Appendix Il is a sample email that can be
circulated to remind employees of the software policy in place.



Software life cycle

Picture the life cycle of your software: from the moment it comes into
the company to the moment it leaves. Now make sure your policies
cover each of the five following stages in the life cycle of software
management:

® Procurement

e Distribution

e Maintainance

e Monitoring

¢ Disposal (end of life)

When you put your procedures together, make sure that you build
software profiles for each of your users to easily identify who should be
using what. These profiles will help you to recognize what you need now
and in the future. This will also allow you to see, at a glance, software
that is not being used so you can decide if you want to continue to
maintain these programs.

While employee communication is a must, you should also have an
effective software purchase procedure that may contain the following:

e Centralized purchasing;
e Make sure purchasing requests are in writing and have manager
approval;

® Ensure the software being requested is on the company’s list
of supported software;

® Buy only from reputable resellers;

¢ Work only with reputable Application Service Providers (ASPs),
ensuring you maintain all relevant licenses and documentation
with the ASP;

e Collect together original user materials, manuals, registration
cards, licenses and receipts for each purchase;

* Make sure employees do not buy software directly at the
workplace or charge to their expense accounts; and

e Ensure that software cannot be downloaded from the Internet

by employees without special approval.




The Audit Process

1. Conduct your software inventory

Only by knowing how many computers your organization has (desktops,
laptops, servers and mobile devices) and what software programs are
installed on those computers, can you determine how to proceed.

An accurate inventory can answer the following questions:

¢ Are we using the most recent or most suitable version of the
programs we need?

* Are we using outdated or unnecessary programs that can be
deleted?

e Are there any other programs that we should obtain to become
more productive or efficient?

¢ Are we making the most of our software investment by
participating in volume licensing agreements?

* Are we wasting money on software upgrades for programs that we
no longer need?

* Does each employee have the appropriate suites of software to
meet their working needs?

Do-it-yourself or engage a specialist

You can complete such an inventory yourself, or you can engage the services
of a specialised asset management company. The BSA has a number of free

software audit tools, designed to help you identify and track licensed and unlicensed

software installed on your computers and networks.

Inventory checklist (1) — the software

No matter which tools you decide to use, make sure that you capture the fol-
lowing information for each copy of software installed on each computer:

e Product name

e Version

¢ Vendor

e Department owner

e License type

e License Expire date (if applicable)

Inventory checklist (2) - related material

You should also make an inventory of material related to software on your
computers, including:

e All disks, CDs, or other storage media used to install the programs
on your machines;

e All original manuals and reference documentation;

e All license documentation; and

e All invoices, proofs of purchase and other documents proving the
legitimacy of your software. This includes invoices for computer
systems that were sold to you with pre-installed software.

Go to www.bsa.org for a list of free software
audit tools that can assist you in the software
discovery process.



2. Reconcile installed software with proof of
license

Once you have a complete inventory of all hardware and software you
can make a comparison between the software that is installed on your
machines against the number of licenses that you hold. As soon as you
have identified any illegal software copies in your organization, you
should delete them from your computers.

Now you can make informed decisions about which software you want
to keep, upgrade, or discard. Programs can be upgraded, if necessary,
so that everyone is using the version that is most appropriate for your
company. Any new purchases can be made at this point.

Finally, create a complete list of the software approved for the use by
the company’s employees. Keep this in a safe place and make sure that it
is reviewed regularly.

3. Establish and maintain accurate records

Now that you know what you have and what you want, it is essential that you
maintain this position moving forward. In order to do this, you must be able to keep
accurate records of the following three registers:

e Hardware Asset Register
e Software Asset Register
e License Register

Your company’s licensing position could change on a daily basis, depending on the
size and complexity of your operation. There are asset management companies that
are able to offer expert advice with fully managed and integrated solutions that
ensure these records are kept up-to-date with full status reporting.

Consideration: Some companies ‘lock’ their users PC's
to prevent the user from installing software.



Staying on the right track

Now that you are managing your software effectively, it is important to
keep it that way.

Regular checks on individual PCs, cross-checked with the three registers
and individual profiles, will keep you on top of the situation.

A number of asset management companies provide automated solutions.
Larger organizations may choose server-based monitoring tools that can
poll user PCs and laptops at intervals determined by you. These tools will
produce up-to-the-minute exception reports to quickly highlight instances
whereby illegal or non-approved software has been introduced onto a
network or an individual machine.

For smaller organisations, asset management companies are now offering
remote management solutions to help you gain visibility on an on-going
basis.

There are three main categories of monitoring tools:

¢ Client-based (resident on individual machines)
e Server-based
e Remote and ASP

The cost and complexity of these offerings varies by vendor and
geographical region. For local information, please visit: www.bsa.org.

Working with your software publishers

Knowing exactly what your software requirements are will enable
you to negotiate more effectively with software publishers and
service providers. To be able to negotiate rights, you need to use
existing management information about your software. Consider
putting your software procurement out to competitive bid;
investigate different methods and periods of payment to get the
best deal for volume purchases of product suites.

Hint: If you cannot find your receipts for the
software you have licensed, contact your
software reseller who may be able to assist.




Keep it safe and secure

Being able to put your hands on documents that go with your
software is very important. Make sure that you have a secure and
central fire-proof storage area for the following:

¢ Original software DVDs, CDs
e Licensing agreements

e Warranties

e Manuals

e Invoices

® Receipts or proof of purchase

Keeping everything together and safe means that you will always
be in control of your software assets.




Appendix: Employer Tools

. For a sample SAM Policy, employee memorandum, and other beneficial employer tools,
visit BSA's website at www.bsa.org under Tools and Resources.
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