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January 19, 2018
Matthew Barrett
Cybersecurity and Privacy Applications Group
National Institute of Standards and Technology
100 Bureau Drive
Gaithersburg, MD 20899

Re: Comments on Draft Update of the Framework for Improving Critical Infrastructure
Cybersecurity
Dear Mr. Barrett,
BSA I The Software Alliance 1 appreciates the opportunity to respond to the National Institute
of Standards and Technology's ("NIST") Request for Information about stakeholder views on
its revised draft of the Framework for Improving Critical Infrastructure Cybersecurity
("Framework"), Version 1.1. BSA is the leading advocate for the global software industry
before governments and in the international marketplace. BSA members provide cloud
services, data analytics, cybersecurity solutions, and other cutting-edge products and
services to governments and businesses of all sizes across all industries.
We commend NIST for the transparent, collaborative, stakeholder-driven approach it has
taken to updating the NIST Framework. As with the initial development of the Framework,
NIST has demonstrated that such an inclusive approach can not only yield highly impactful
outcomes, but also generate consensus across industry and government stakeholders to act.
On April 10, 2017, BSA submitted comments in response to NIST's first draft of the
Framework update. BSA noted its support for the update as a whole, and proposed
modifications to two key areas addressed by the update: the proposed new section on
"Measuring and Demonstrating Cybersecurity'' and the addition of Supply Chain Risk
Management ("SCRM") both as a new category in the Framework Core and as a standalone
criterion in the Framework Implementation Tiers. BSA appreciates NIST's efforts to address
each of these proposed modifications in Draft 2 of the update.
With regard to the "Measuring and Demonstrating Cybersecurity'' section, BSA had
expressed concern that the highly conceptual guidance in newly proposed Section 4 might be
premature for inclusion in the Framework, suggesting that further work is needed to hone
best practices for measuring cybersecurity before the topic is ripe for inclusion in the
Framework. Helpfully, Draft 2 of the update re-frames the discussion around ""Self1 SSA's members include: Adobe, ANSYS, Apple, Autodesk, Bentley Systems, CA Technologies, CNC/Mastercam,
DataStax, IBM, Microsoft, Oracle, salesforce.com, SAS Institute, Siemens PLM Software, Splunk, Symantec, Trimble
Solutions Corporation, The MathWorks, Trend Micro and Workday.
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