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Comments on Mitigating the Risk of Software Vulnerabilities by Adopting a
Secure Software Development Framework (SSDF)

Dear Ms. Dodson and Mr. Souppaya:
BSA I The Software Alliance 1 appreciates the opportunity to provide comments on the
National Institute of Standards and Technology's (NIST's) Mitigating the Risk of Software
Vulnerabilities by Adopting a Secure Software Development Framework (SSDF) white paper
draft (Draft).
BSA is the leading advocate for the global software industry before
governments and in the international marketplace. Software powers technologies that
enhance our personal lives and businesses in every sector, and BSA's members are at the
forefront of software-enabled innovation, including the Internet of Things, blockchain, and
artificial intelligence. Moreover, BSA's members are pioneers in the field of software security,
leading the development of principles relating to the secure software development lifecycle
(SDLC) and security-by-design.
The software community has developed methods and tools to help software developers
address important aspects of software security, including security-by-design principles,
secure development lifecycle processes, and internationally recognized standards, and BSA
members pioneered many of the software security best practices utilized across the industry
today. BSA recognizes that effective security requires a comprehensive and risk-informed
approach that combines individual security considerations into a holistic, lifecycle-long
framework. Accordingly, BSA developed and launched earlier this year the BSA Framework
for Secure Software, a first-of-its-kind tool for describing and assessing software security
through a flexible, outcome-based, risk-informed methodology. The BSA Framework
addresses both organizational processes and product security capabilities to inform and
assess software security throughout its lifecycle.
BSA commends NIST for its leadership in developing foundational recommendations for a
core set of high-level secure software development practices. Such guidance is urgently
needed as the number and range of products that rely on software rapidly expands and the
1 BSA's members include: Adobe, Akamai, Apple, Autodesk, Bentley Systems, Box, Cadence,
CNC/Mastercam, DataStax, DocuSign, IBM, Informatica, Intel, MathWorks, Microsoft, Okta, Oracle,
PTC, Salesforce, ServiceNow, Siemens PLM Software, Sitecore, Slack, Splunk, Symantec, Trend
Micro, Trimble Solutions Corporation, Twilio, and Workday.
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