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Models of State Privacy Legislation

Twenty states have enacted comprehensive consumer privacy laws that create new rights for consumers, impose obligations on businesses that handle consumers’ personal data, and create new mechanisms to enforce
those laws. Nineteen of those states adopt the same basic structural model to protect consumer privacy. Some of those states have added greater substantive protections to that basic structural model while other
states have adapted the same model to create narrower substantive protections, as reflected in the chart below. In contrast, California adopted a legislative model that creates a new state privacy agency charged with
issuing regulations on more than 20 topics, including on issues addressed by statute in other states.
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OBLIGATIONS ON CONTROLLERS

Affirmative consent required to process sensitive data -

Reasonable security measures I
Data minimization ]

Data protection assessments

Prohibition on obtaining consent through “dark patterns” — . |
Prohibition on processing data in violation of anti- S SR N (V1 0.9 <
discrimination laws

Mandatory recognition of universal opt-out mechanisms

Prohibition on retaliating against consumers who
exercise rights

Appeals process for consumer rights requests

*Florida's coverage thresholds are higher than those in other state privacy laws and apply to a more limited set of companies.
" Additional limits on selling sensitive data.
2 Expanded profiling rights.
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https://nebraskalegislature.gov/FloorDocs/108/PDF/Slip/LB1074.pdf
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Duty of confidentiality

Requirement to delete or return all personal data at
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Provide necessary information to the controller for
data protection assessments

SCOPE OF LAW
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* Florida's coverage thresholds are higher than those in other state privacy laws and apply to a more limited set of companies.
? Limited right to cure violations of child data obligations expire on 12/31/25 (in CT) and 12/31/25 (in CO). www,bsa,org
4 California adopted amendments in 2025 (fines), 2024 (opt out rights, funds, neural data, health, personal information), 2020 (exceptions and deidentified data, Proposition 24), and 2018 (clarifying changes).
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