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Ngay 10 thang 3 nam 2022

GOP Y CUA LIEN MINH PHAN MEM (BSA) VE DY THAO LUAT BAO
VE QUYEN LOI NGU'O'l TIEU DUNG

Kinh gi: B6 Cong Thwong

BSA | Lién minh Phan mém (BSA)! tran trong cdm on Bé Cong Thwong (B CT) vi da cho chdng toi
co hoi déng gop y kién véi du thao Luat Bao vé quyén loi ngudi tieu dung (LBVQLNTD 2022). BSA
la td chirc hang dau hd tro nganh cdng nghiép phan mém toan cau trwdc chinh pha va trén thi truéng
quédc té. Cac thanh vién cta BSA la nhirng cong ty sang tao nhat thé gidi, tao ra cac giai phap phan
mém ma gitp cac doanh nghiép thuéc moi quy mé trong moi thanh phan cla nén kinh té hién dai hoa
va phat trién.

BSA ting hd viéc Chinh pha Viét Nam thu thap y kién déng gép clia cac bén lién quan dbi voi
LBVQLNTD 2022. Chung t6i hiéu rdng LBVQLNTD 2022 nham thay thé Luat bdo vé quyén loi ngudi
tiéu dung hién hanh dwgc ban hanh vao nam 2010. LBVQLNTD 2022 dé xuét cac nghia vu méi dbi
véi "nén tang trung gian trwc tuyén” va "nén tang trung gian trwc tuyén 1én", cling nhw cac diéu khodn
lién quan t&i viéc bao vé thong tin ca nhan cla ngwdi tiéu dung.

BSA nhan thay réng viéc ban hanh cac chinh sach va quy dinh hop ly d& bdo vé nguwi tiéu dung 1a
thiét yéu trong thdi dai thwong mai dién t&r, nham bao vé nguwdi tiéu ding mét cach hiéu qua trong
moi truwdng ky thuat s6. Néu dwoc diéu chinh thich hop, cac chinh sach nhw vay c6 thé gitp phat
trién mot nén kinh té k§ thuat sé trong nwéc sdi dong va déi méi, dong thei tao ra sy tin twéng lén
hon vao viéc str dung cac céng nghé dé tao diéu kién cho viéc ap dung céc dich vu hé trg phan mém
an toan va hiéu qua. Do d6, diéu quan trong la phai ddm bao rdng LBVQLNTD 2022 khéng dat ra cac
yéu cau vo ly hodc qua khat khe dbi véi cac san phdm va dich vu hé tro phdn mém, va dac biét &
nhirng yéu cau duoc thiét ké dé hd tro khach hang doanh nghiép. Cac nghia vu bao vé dir liéu trong
LBVQLNTD 2022 ciing phai phu hop v&i dy thdo Nghi dinh bao vé dir liéu ca nhan (Nghi dinh
BVDLCN)2 cta Viét Nam va twong thich véi phap luat bao vé div liéu québc té. Néu khéng, nhirng
nghia vu nay sé can tré kha nang ctia chinh cac doanh nghiép Viét Nam trong viéc tham gia hiéu qua
vao nén kinh té kj thuat sb dang phat trién manh mé cta Viét Nam.

Tom tat cac Khuyén nghi cia BSA

BSA khuyén nghi nhirng diéu sau:

1 Thanh vién ctia BSA bao gdm: Adobe, Alteryx, Altium, Amazon Web Services, Atlassian, Autodesk, Aveva, Bentley Systems,
Box, Cisco, CNC/Mastercam, Dassault, DocuSign, Dropbox, IBM, Informatica, Intel, MathWorks, Microsoft, Nikon, Okta,
Oracle, PTC, Rockwell, Salesforce, SAP, ServiceNow, Shopify Inc., Siemens Industry Software Inc., Splunk, Trend Micro,
Trimble Solutions Corporation, Twilio, Unity Technologies, Inc., Workday, Zendesk, va Zoom Video Communications, Inc.

2 BSA lyu y rang Chinh pht Viét Nam vira ban hanh Nghi quyét s6 27/NQ-CP thong qua Hb so xay dung dy thao Nghi dinh
BVDLCN, va B¢ trwéng B6 Cong an hién dwoc giao nhiém vy bao céo va xin y kién Uy ban Thuwdng vy Qudc hdi vé viéc ban
hanh Nghi dinh BVDLCN.
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e Diéu chinh céc dinh nghia c6 pham vi quéa réng va khang ré rang trong LBVQLNTD 2022 dé
loai trlr mdt cach rd rang cac cong ty cung cap cac dich vu dwoc thiét k& cho khach hang
doanh nghiép,2 trai ngwoc v&i ngwdi ti€u dung c& nhan, tr pham vi phap luat;

e Phan biét gitra cac chi thé quyét dinh cach thire va ly do thu thap thdng tin ca nhan (bén
kiém soat dir liéu) va chu thé chi don gian xt ly nhirng thdng tin ca nhan da dwoc thu thap
thay mat cho mét cong ty khac (bén xdr Iy dir liéu) va loai trir bén xt ly di¥ liéu khéi cac
nghia vu cu thé trong LBVQLNTD 2022;4 va

e Loaibd Diéu 9 ctia LBVQLNTD 2022 vé yéu cau sy ddng y dé tranh nham 1an va mau thuan
v&i dy thao Nghi Binh BVDLCN.

Diéu chinh dinh nghia va loai trir cac nha cung cap dich vu doanh nghiép

LBVQLNTD 2022 dat ra cac dinh nghia cho “té chirc kinh doanh”,5 “nén tang trung gian tryc tuyén”,
and “nén tang trung gian trwc tuyén I&n”.7 Nhirng dinh nghia nay mang tinh réng mé va ap dat cac
nghfa vu lén céac cha thé khong twong tac véi ngwdi tiéu ding ca nhan, chdng han nhw nha cung cap
dich vu doanh nghiép. Do d6, BSA khuyén nghi réng cac dinh nghia trong LBVQLNTD 2022 nén
dwoc diéu chinh dé loai trir cac nha cung cép dich vu doanh nghiép khéi pham vi diéu chinh.

Céc dich vu doanh nghiép ho&c dich vu doanh nghiép véi doanh nghiép (B2B) tao diéu kién hoat
doéng cta nhiéu td chire trén khép thé gidi, bao gdm cac doanh nghiép vira va nhd va cac cong ty lén,
chinh quyén dia phwong va trung wong, bénh vién, trudng hoc, trwdng dai hoc va cac té chire phi loi
nhuan. Khac véi dich vu tap trung vao nguwdi tiéu dung — dich vu cung cép truc tiép cho ngudi ding
cudi ca nhan, dich vu doanh nghiép chi danh cho déi twong khach hang la cac té chirc thuéc moi quy
mo va trén tat cd cac nganh nham gitp ho hoat ddng an toan va hiéu qua, cai thién nang suét, tang
cwéong phat trién san pham va dich vu va gia tdng co hdi dé ho déi méi va phét trién. Do do, cac nha
cung cap dich vu doanh nghiép lam viéc ch&t ché véi cac khach hang doanh nghiép s dung dich vu
cta ho nhwng thuwéng khéng twong tac véi cac khach hang ca nhan hodc ngudi ding cudi duwoc cac
khach hang doanh nghiép dé phuc vu.

LBVQLNTD 2022 &p dat nhiéu nghia vu méi khac nhau ddi véi cac doanh nghiép, chédng han nhw cac
yéu cau phai c6 dwoc sw dong y trwdc clia ngudi tiéu dung dé st dung dir liéu ca nhan cla ho va
cap nhat hodc x6a di¥ liéu ca nhan cla nguoi tiéu dung theo yéu cau. Tuy nhién, nhiéu nha cung cap
dich vu doanh nghiép khéng cé dd nang lwc dé thwe hién cac nghia vu d6 vi ho chi cé quyén truy cap
han ché vao di liéu khach hang doanh nghiép ctia minh, bao gdm ca danh tinh nguwi tiéu dung ca
nhan hoéc chi tiét lién hé. D& |4y vi du, quyén truy cap cta nha cung cép dich vu doanh nghiép va
kién thirc vé di¥ liéu d6 thuwong bi han ché bdi cac bién phap kiém soat quyén riéng tw va bao mat
dworc tich hop trong cac san pham va dich vu cla ho va duoc thye thi theo cac diéu khoan hop ddng
gitra nha cung cap va khach hang doanh nghiép cta ho. Hon nira, chinh khach hang doanh nghiép
thwong gitr mbi quan hé véi ngudi dung cudi ca nhan (khéng phai nha cung cép dich vu doanh
nghiép). Viéc budc cac nha cung cép dich vu doanh nghiép phai tuan theo nhirng nghia vu nay sé
khéng chi la khoéng kha thi vé& mat k¥ thuat va thwc té ma con cé thé khién ho vi pham cac nghia vu
theo hop déng va cac nghia vu phép Iy khac.

3 Cach Phan mém Doanh nghiép Trao quyén cho cac Doanh nghiép trong nén Kinh té theo hwéng di liéu, thang 1 ndm 2021,
https://www.bsa.org/files/policy-filings/011921bsaenterprisesoftware101.pdf va dwere dinh kém v&i van ban nay.

4 Tiéu chudn Toan cau: Phan biét gitka Bén Kiém soat va Bén X ly trong Phap luat vé Quyén riéng tw thang 3 nam 2020,
https://www.bsa.org/files/policy-filings/03032020controllerprocessor.pdf va dwge dinh kém v&i van ban nay.

5 LBVQLNTD 2022, Piéu 3.2. T6 chirc, ca nhan kinh doanh 14 tb chirc, c& nhan thwe hién mét, mot sb hodc tat ca cac cong
doan clia qua trinh dau tw, tir san xuat dén tiéu thu san phdm hodc cung cép dich vu trén thj trérng nhdm muc dich sinh loi,
bao gébm: a) Thuwong nhan, thwong nhan nwéc ngoai theo quy dinh cla Luat Thwong mai; b) Ca nhan hoat dong thwong mai
doc lap, thwong xuyén, khéng phai dang ky kinh doanh;

¢ LBVQLNTD 2022, Diéu 3.11. Nén tang trung gian tryc tuyén |a cac hé théng thong tin do t6 chirc, ca nhan thiét 1ap va van
hanh d& cung cap méi trwdng trén khong gian mang cho céc td chive, ca nhan khac giao dich véi nguoi tiéu ding.

T LBVQLNTD 2022, Biéu 3.12. Nén tang trung gian trwc tuyén I6n la nén tang tac déng dén sb lwong dd Ion nguei tiéu ding
st dung dich vu triec tuyén trén nén tadng theo quy dinh cta Chinh phu.
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Vi du, theo Diéu 21 trong dy thdo, cac nghia vu cung cap cac gidi phap ky thuat dwoc dat ra dé ngédn
chan céc dich vu khai viéc quay rdi ngwdi tiéu dung. Trong trwéng hop nha cung cép dich vu doanh
nghiép dwoc khach hang doanh nghiép ctia ho st dung dé tiép can ngwdi dung cudi ca nhan cda ho,
nha cung cép dich vu doanh nghiép d6 khéng cé tw cach can thiép vao hanh déng cuta khéach hang
doanh nghiép lién quan dén ngudi ding cudi ctia khach hang d6. Khéng nén ap dat cac nghia vu dbi
véi nha cung cép dich vu doanh nghiép trong céc tinh huéng nhw vay.

Hon niva, viéc ap dat cac nghia vu d6i mét nguwéi tiéu ding 1én cac nha cung cap dich vu doanh
nghiép khong lam tang thém quyén riéng tw ctia ngudi tiéu dung. Vi du: néu nha cung cép dich vu
doanh nghiép dwoc yéu ciu phai cé sw ddng y clia ngudi ding cudi ca nhan, thi trwéng hop thuong
xay ra la bén kiém soat di¥ liéu da c6 dwoc sw ddng y dé xt ly di liéu cta ho. Viéc yéu cau nha cung
cép dich vu doanh nghiép dat dwoc sy déng y gidng nhau cho cting mét qua trinh x ly gibng nhau
khéng chi mang tinh tring 18p ma con cé kha ndng budc nha cung cép dich vu doanh nghiép lién hé
v&i nhivng ngudi dung cudi ca nhan vén khdng quen biét gi véi nha cung cap dich vu doanh nghiép.
Diéu nay c6 thé gay nham 1an cho nguoi dung cudi ca nhan va c6 thé 1am suy yéu quyén riéng tw cta
ngwoi dung cudi ca nhan vi bén kiém soat di liéu cé kha nang phai tiét 16 thong tin lién hé cta ngudi
dung cubi ca nhan cho nha cung cép dich vu doanh nghiép (hoac Gy quyén cho nha cung cép truy
cap di liéu ma binh thuwéng ho khéng phai truy cap) dé cho phép nha cung cép tiép can véi ngudi
tiéu dung.

Nhirng lo nga| trén xuét phat tlr cac dinh nghia qua réng vé “td chire kinh doanh”, “nén tang trung
gian tryec tuyén” va “nén tang trung gian trwe tuyén Ién”. Vi du, dinh nghia vé “té chire kinh doanh”
bao ham tét cé cac thuc thé kinh doanh tham gia vao chudi cung ng dan dén viéc hang héa hoac
dich vu dwoc dwa téi ngudi tiéu dung. Diéu nay sé bao gdm cac nha cung cap dich vu dam may
(CSPs) cung cap cac nén tang, co s& ha tAng hodc dich vu lwu trir dwa trén dam may cho cac doanh
nghiép, nhung ho khdng kiém soat dwoc cach thire khach hang doanh nghiép cuta ho giao dich hoac
twong tac véi ngudi tiéu dung. Twong tw, cé thé néi CSPs cung cap “méi trwdng trong khong gian
mang” cho ngu®i ban giao dich véi nguwdi tiéu dung theo dinh nghia cla “nén tang trung gian truc
tuyén”, nhwng khéng cé quyén kiém soét cach thirc ngudi ban té chire mbi quan hé cia ho véi ngudi
tiéu dung.

Vi nhirng ly do néu trén, BSA khuyén nghi rang LBVQLNTD 2022 chi nén &p dung cho céc
cong ty cung cap dich vu déi mat ngwei tiéu dung, lam viéc trwe tiép véi ngwdi dung cudi ca
nhan va théng tin ca nhan cta ho, chir khéng phai cho cac nha cung cép dich vu doanh
nghiép. Diéu nay c6 thé dat dwoc bang cach sira d6i cac dinh nghia qua rong vé “té chirc kinh
doanh”, “nén tang trung gian trwc tuyén” va “nén tang trung gian trwc tuyén I&n” (vi du: bang
cach néu rd rang cac dinh nghia nay khong ap dung cho mét té chirc cung cép dich vu dwoc
thiét ké cha yéu cho va dwec sir dung béi doanh nghiép/khach hang doanh nghiép).

Phan biét bén kiém soéat div liéu va bén xtr ly div liéu, va mién cac nghia vu cu
the cho bén xwr ly div liéu

LBVQLNTD 2022 hién khdng phan biét gitra bén kiém soat di¥ liéu va bén xtr ly dir liéu. BSA khuyén
nghi nén quy dinh vé sy khac biét nay, vi viéc phan bd trach nhiém giai trinh rd rang gitva bén kiém

soat dir liéu va bén x& ly div liéu 1a can thiét dé thiét 1ap va thwce thi cac nghia vu lién quan dén quyén
riéng tuw.

Bang cach phan biét gitra bén kiém soat di liéu va bén xt ly div liéu, LBVQLNTD 2022 c6 thé didu
chinh ré rang cac nghia vu cho céac loai cong ty khac nhau dwa trén vai tro clia cac cong ty do trong
viéc thu thap va st dung thong tin ca4 nhan ctia ngwdi dung cudi ca nhan. Sy khac biét nay dac biét
quan trong trong nén kinh té ky thuat sd ngay nay, noi mot ca nhan c6 thé st dung dich vu t&r mot
cong ty d6i mat ngwdi tiéu dung, nhwng coéng ty d6 ¢é kha nang phu thudc vao nhiéu nha cung cép
dich vu doanh nghiép dé lwu tri, phan tich va x ly di liéu lién quan dén dich vu do.

Chung t6i ¢ nhirng lo ngai I&n rdng LBVQLNTD 2022 c6 thé lam suy yéu quyén riéng tw clia nguoi
tiéu dung néu ap dat cac nghia vu lién quan dén viéc lam viéc tryc tiép véi ngudi tiéu dung 1én cac
bén x& ly di¥ liéu vén khéng c6 mdi quan hé trwc tiép véi ngudi dung cudi ca nhan. Nhirng lo ngai
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nay dac biét lién quan dén cac nghia vu lién quan t&i sw déng y, thong béo va phan héi cac yéu
cau vé quyén cua ngwdi tiéu dung.®

Sy Béng y va Thoéng bao. Cac nghia vu vé sw ddng y va théng bao la nhirng nghia vu dbi
mat ngwdi tieu dung chinh ma dwoc d&t mét cach thich hop 1én bén kiém soat dir liéu, khéng
phai bén x ly di¥ liéu. Ngwdi dung cudi ca nhan cua céc dich vu thwdng twong tac véi
nhirng bén kiém soat ma cung cép dich vu — va dang ra cé thé mong doi bén kiém soéat yéu
cau sw dong y cta ho dé xt ly théng tin ca nhan cta ho cho cac muc dich nhét dinh va cung
cap thdng béo thich hop vé cach nhivng bén kiém soat sé xt ly théng tin ca nhan cla ho. Tuy
nhién, viéc yéu cau bén xt ly dir liéu ciing phai cé dwoc sw ddng y va théng bao cho nguoi
dung cudi ca nhan vi nhirng muc dich d6 khéng chi dan dén nhirng théng bao va yéu ciu
ddng y tring 1&p t nhiéu cong ty cho cling mét hoat dong x& Iy ma con c6 nguy co gay nham
lan cho nguoi diing cudi ca nhan va dan dén hién twong "nhap chudt mét méi* — trwong hop
ma nguwoi dung cudi ngap tran trong cac thong bao va yéu cau lap di 13p lai, lam giam thiéu
tinh hiéu qua cda cac thong bao va yéu cau trong viéc théng bao cho nguoi ding cudi ca
nhan vé cac van dé lién quan va trong viéc xac nhan mong muén va ky vong cta ho.

Tra |oi cac Yéu cdu vé Quyén loi Nguoi tiéu dung. Cac cong ty lam viéc tryc tiép véi nguoi
tiéu dung cling & vi tri thich hop nhat dé phan héi cac yéu cau vé quyén loi ngwdi tiéu dung,
ddng thodi khéng tao ra cAc méi lo ngai vé quyén riéng tw va bao mat cé thé phat sinh khi cac
nghia vu nay dwoc dat 1én bén xr Iy di liéu. Piéu nay la do viéc phan hdi cac yéu cau vé
quyén loi ngudi tiu dung déi véi viéc ngirng st dung hodc tiét 16 thong tin ca nhan thuong
doi héi viéc xac thye danh tinh cGia ngwdi dung cudi la cA nhan dwa ra yéu cau va s hidu
biét vé viéc lieu thong tin dwoc yéu ciu cé nén dwoc cung cap hay khéng. Bén kiém soat div
liéu ca nhan nén dwa ra nhirng quyét dinh néi trén vi bén kiém soat di liéu twong tac truc
tiép ngwdi dung cudi la ca nhan, quyét dinh thoi diém va ly do thu thap théng tin ca nhan
cling nhw phan hdi cac yéu cau vé quyén clia ngwdi tieu ding nén bén kiém soat di liéu.
Hon niva, bén kiém soat di liéu & vi tri thich hop hon dé quyét dinh xem cé ly do gi dé tiv
chéi yéu cau cla ngwdi ding cudi ca nhan hay khéng. Cac nghia vu nay khéng phu hop véi
cac bén xi ly di¥ liéu vi ho thwdng khéng dworc biét ban chéat ctia di liéu ma ho dang xu Iy
hodc muc dich thyc hién viéc xt ly d6. Ngoai ra, nhw da néu truwéc do, theo hop ddng bén xur
ly di liéu c6 thé bi cAm truy cap vao di liéu ma ho Iwu trir hodc xt Iy cho bén kiém soat div
liéu va ho c6 thé thiét ké cac hoat déng xt Iy ctia ho dé giam thiéu lwong thong tin ca nhan
ma ho can truy cap — tat ca diéu nay déu bao vé sy riéng tw cta di liéu d6 tét hon. Do do,
viéc yéu ciu bén x ly di liéu phan hdi cac yéu cau ctia ngwdi dung cudi ca nhan sé tao ra
rdi ro vé bao mat di¥ liéu va quyén riéng tw cGia ngudi tiéu dung vi diéu nay doi hdi bén xd Iy
phai truy cap théng tin ca nhan, bao gébm di liéu can thiét d& nhan dang ca nhan, ma dang &
ho khéng can phai truy cap.

Do d6, BSA khuyén nghi mién cac nghia vu sau cho cac bén xtr ly div liéu:

Cung cap théng bao cho ngwei tiéu diung ca nhan cta khach hang caa bén xtv ly div
lieu (khach hang la doanh nghiép déi mat ngwei tiéu dung) va nhan dwoc sw dong y
clia ngwoi tiéu dung ca nhan dé thu thap hodc s dung thdng tin ca nhan caa ho;®

Thoéng bao cho ngwi tiéu dung ca nhan cua khach hang cua bén xdr ly div liéu (khach
hang la doanh nghiép déi mat ngwei tiéu dung) khi cé thay déi vé muc dich va pham vi
dwoc quy dinh trong théng bao/yéu cau sw déng y ban dau; va

8 LBVQLNTD 2022, Piéu 9 (Théng béo khi thu thap thdng tin c& nhan clia ngudi tiéu dung), Diéu 10 (St dung théng tin ca
nhan cua ngwdi tieu dung), and Bieu 12 (Kiem tra, cap nhat, diéu chinh, chuyén giao hoac hiy bo thdng tin cd nhan clia ngudi
tiéu dung).

° LBVQLNTD 2022, biéu 9 va 10.
10 LBVQLNTD 2022. Biéu 10.
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e Pap ng cic yéu cau tlr ngwdi tiéu dung ca nhan caa khach hang caa bén xtv ly div
liéu (khach hang la doanh nghiép déi mat ngwei tiéu dung) dé kiém tra, cap nhat, stra
chira, chuyén giao hodc huy bé théng tin c4 nhan cta ho.!

N6i mét cach ré rang hon, cac nghia vu trén chi nén 4p dung dbi véi khach hang doanh nghiép giao
dich truc tiép véi ngudi tiéu dung (bén kiém soéat) chir khdng phai nha cung cép dich vu doanh
nghiép (bén x ly).

Loai bé Diéu 9 vé yéu cau sw dong y

Theo Diéu 9, LBVQLNTD 2022 cdng nhan "sw ddng y" la co s& duy nhat dé thu thap va x& ly théng
tin c& nhan cta nguei tieu dung. Tuy nhién, dw thdo méi nhét cta Nghi dinh BVDLCN da dé xuét mot
sé trwdng hop ngoai 1& dbi véi viec x&r ly ma khéng cé sy ddng y.12 Do do6, néu quy dinh ring "sw
ddng y" la co s& duy nhat dé xt ly théng tin cA nhan, LBVQLNTD 2022 dang mau thun véi dw thdo
Nghi dinh BVDLCN. Xung dét phap luat sé& khién cac doanh nghiép bdi rdi trong viéc xac dinh phwong
hwéng tuan tha hoat ddng bao vé dir liéu ca nhan tai Viét Nam va c6 thé dan dén viéc vo tinh khong
tuan thl cac nghia vu béo vé di liéu cta ho. Hon nira, do LBVQLNTD 2022 va Nghi dinh BVDLCN
dwoc giam sat va quan ly béi cac Bo khac nhau, khung phap ly dbi véi hoat dong bao vé théng tin ca
nhan & Viét Nam c6 thé tré nén roi rac do viéc thuc thi thiéu nhat quan, dan dén sy nham I1&n vé quy
dinh phap luat.

C6 thé tranh dworc sw nham 1an vé quy dinh nay néu cac diéu khoan tao tién dé cho hoat dong
xt ly théng tin ca nhan chi dwoc quy dinh trong luat bao vé div liéu ca nhan, cu thé nhw Nghi
dinh BVDLCN, thay vi dwoe quy dinh trong ca Nghi dinh BVDLCN va luat khac nhw LBVQLNTD
2022. Do d6, BSA khuyén nghj loai bé Piéu 9 ra khéi LBVQLNTD 2022 dé tranh nham 1an va
xung dot vé&i dw thao Nghi dinh BVDLCN.

Két luan

Chung t6i xin cdm on B6 CT vi da cho ching téi co hdi duwgc déng gop y kién dbi véi LBVQLNTD
2022 va su quan tam xem xét ctia Bo CT dbi v&i cac y kién néu trén cla ching t6i. Chung téi hy vong
rang nhirng médi quan tadm va khuyén nghi cia ching t6i sé hd tro' viéc phat trién khudén khé muc tiéu
dé bao vé ngudi tiéu dung. Xin vui 1dng lién hé véi tdi néu Quy Bo6 cé béat ky cau hdi nao lién quan
dén thu gép y nay hodc can thém s hd tro.

Trén trong,

Tham Shen Hong
Giam dbc, Chinh sach — Khu vuc Chau A — Thai Binh Dwong

11 BVQLNTD 2022, bidu 12.
12 Nghj dinh BVDLCN, Diéu 10.
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How Enterprise Software Empowers

Businesses in a Data-Driven Economy

B2B software enables business customers to do what
they do best—faster, smarter, and more efficiently.

Enterprise Software Supports Businesses’ Operations

Enterprise software—or business-to-business (B2B) software—enables the operations of other
companies. It helps organizations of all sizes and across all industries operate more safely and efficiently,
enhance product and service development, and increase opportunities to innovate and grow.

The enterprise software industry supports a wide range of organizations across the world, including
SMEs and large companies; local and central governments; hospitals, schools, and universities; and
non-profits. By offering trusted and responsible software solutions to support their business clients’
data-processing needs, enterprise software companies enable other organizations to service their own
customers in turn.
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Enterprise software optimizes the use of digital technology to support and improve
business operations, empowering other companies to focus on what they do best,
such as R&D and product design.
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In Europe, almost 80 percent of large companies
and 35 percent of SMEs use information-sharing software.’

Enterprise Software Helps Businesses Benefit From Digital
Transformation

Organizations in every sector of the economy increasingly rely on cutting-edge software to run, facilitate,
improve, and optimize their operations every single day. Governments, public administrations,
schools, and hospitals are also increasingly adopting these tools. Enterprise software underpins human
resources and payroll operations; billing and financial transactions; research and development; product
design; workforce collaboration, communication, and messaging; customer relations; and logistics and
supply-chain management, among many other business services.

38 percent of small businesses Australian businesses are
in the United States cited increased using more cloud than ever—
sales and revenue as a benefit 42 percent of businesses

associated with using digital tools.? across 2017-2018, up from

31 percent in 2015-2016.3

In times of crisis, such as the global outbreak of COVID-19, enterprise software
tools help coordinate public health safety responses, maintain essential services,
and support economic continuity.

ENTERPRISE (B2B) SOFTWARE PROVIDES CLIENT SOLUTIONS THAT:

4 4 4

Operate and Optimize Protect and Secure Data Innovate and Expand
Business Services and Business Information Beyond Existing Capabilities
(including responsibly (including providing strong, (by using cognitive solutions
handling and moving accountable privacy and such as analytics and artificial
information globally) security safeguards) intelligence to better address

customers’ needs)

T EU DESI Index 2020, https://ec.europa.eu/digital-single-market/en/digital-economy-and-society-index-desi.

2 https://www2.deloitte.com/us/en/pages/technology-media-and-telecommunications/articles/connected-small-businesses.html.

3 Characteristics of Australian Business, https://www.abs.gov.au/statistics/industry/technology-and-innovation/characteristics-australian-
business/2017-18.
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Enterprise Software Is Built on Transparency and Trust

Enterprise software companies and their business customers negotiate their relationship in contracts and
licensing agreements to ensure they best address their clients’ individual needs. Enterprise software
companies monetize their technologies and not the data of their customers.

Enterprise software services, such as cloud computing, are used primarily for business-to-business
purposes and are not consumer facing. The business customers control their data and direct how it
will be used. Enterprise software companies do not have unfettered access to the data stored in their
cloud infrastructure or service. Access and use of such data is reserved for the benefit and sole purpose

of their customers.

I
BUSINESS

| CUSTOMER INTERNAL ENTITIES
SOFTWARE or THIRD PARTY

COMPANY

Enterprise software companies operate under strong existing legislative requirements of data
handling. Across the world, legal obligations often include accountability measures and technical
safeguards that ensure enterprise software companies provide robust assurances of trust for their
customers. Enterprise software companies also develop innovative, tailored, or customizable solutions
for clients that are highly regulated, for example, in the health, financial, automotive, aeronautic, and
telecom sectors and the semiconductor industry.*

For instance, machine learning solutions can use data gathered across countries to
create fraud detection systems in the financial sector.

Enterprise software helps reduce legal and operational risks for business customers who can be
confident they are using tried and tested software products, with appropriate remedies and support,
without having to develop their own software in-house. Enterprise software companies also often
provide tools to facilitate their customers’ compliance, for instance on privacy, consumer protection,
cybersecurity, anti-money laundering, or energy efficiency.

4 See Cross-Border Data Flows: Enabling Local Economies and Driving E-Commerce, https://www.globaldataalliance.org/downloads/
WTOEventSummary20200702.pdf.
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How to Create a Successful, Responsible, Software-Enabled
Economy

STRONG PRIVACY PROTECTIONS

@ Privacy is essential to building trust. Software-enabled business operations increasingly

rely on data—and, in some cases, personal data—to function. As a result, data protection
frameworks that create a user-centric approach to privacy must ensure the use of personal data

is clear, transparent, and consistent with customers’ expectations. Privacy laws should create robust

obligations for all companies and organizations that handle individuals’ personal data. This would

ensure companies act responsibly while being able to pursue legitimate business interests.

CYBERSECURITY

Software innovation continues to connect people across the world. These online
connections create efficiencies and spur economic growth, but they also create

vulnerabilities that bad actors can exploit if the proper security measures are not in place.
Addressing cybersecurity challenges requires innovative tools and practices to defend the integrity,
confidentiality, and resilience of the connected ecosystem. One important tool is the ability to use the
strongest available encryption technology when appropriate.

CROSS-BORDER DATA FLOWS

Cross-border data flows are necessary for companies to operate globally; leverage their
resources and footprint across locations; innovate; and provide services to their customers,

across sectors and geographies. For enterprise software companies and their business
customers, the ability to transfer, and process, data globally is pivotal in ensuring the quality, reliability,
security, personalization, and efficiency of service.

RISK-BASED AND TECHNOLOGY-NEUTRAL APPROACH

Software technologies evolve every day, pushing the boundaries of the benefits that
technology can bring to organizations and people. Given the fast-paced nature of this

industry and its adoption by customers, laws and regulations should strive to provide legal
certainty, be outcome-based, and adopt a risk-based and technology-neutral approach, building on
legal frameworks that already apply. Any new policy should set clear compliance goals and enable
companies to adapt their practices and safeguards to the best-suited approach given their business
model, the nature of their activity, their position in the value chain when contracted by others, and their
risk profile vis-a-vis the established objective.

5

INTERNATIONAL CONVERGENCE

The value of the data-driven economy is in the ability of companies to operate across
borders, reach new markets, and service customers regardless of location. Building on each

region’s own legal and cultural legacy, convergence of rules on privacy, cybersecurity, or data
governance and compatibility of mechanisms play a critical role in growing cross-border business that
increasingly rely on enterprise software around the world.

O
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The Global Standard: Distinguishing Between
Controllers and Processors in Privacy Legislation

Comprehensive privacy legislation must create strong data and (2) businesses that process the data on behalf of
obligations for all companies that handle consumer data. another company, which act as processors of that data
These obligations will only be strong enough to protect . S
consumer privacy and instill trust, though, if they reflect This fundamental distinction is critical to a host of global
how a company interacts with consumer data. privacy laws, including the European Union’s General

Data Protection Regulation (“GDPR") and the California
Privacy laws worldwide distinguish between two types of Consumer Privacy Act (“CCPA"). Both types of businesses
companies: (1) businesses that decide how and why to have important responsibilities and obligations, which
collect consumer data, which act as controllers of that should be set out in any legislation.

Who Handles Consumer Data?

I
CONSUMER NN

Data & Processing Instructions

¢-mmmmmccccaaa. (o)
Processed Data

Individuals whose personal data is
collected and used by a controller

EXAMPLES

|
Consumers who shop at retail CONTROLLER PROCESSOR

) stores, buy produs:ts onlirje, or share Decides whether and how to Processes data on behalf of a
information on social media platforms. collect data from consumers, and the controller, pursuant to the
purposes for which that data is used controller’s instructions
CONSUMERS SHOULD HAVE
THE RIGHT TO: EXAMPLES EXAMPLES

* Know what type of data a controller Companies that interact directly Companies that provide business-to-business

collects — and why with consumers, such as hotels, banks, products like cloud computing, and vendors

retail stores, travel agencies, and like printers, couriers, and others that process
¢ Say no, and opt out of broad types : ) o
. consumer-facing technology providers. data at the direction of another company.
of use, not just sale

* Access information about them CONTROLLERS ARE RESPONSIBLE FOR: PROCESSORS ARE RESPONSIBLE FOR:

e Correct that information

) ] Obtaining any consent needed Processing data consistent with
* Delete that information to process a consumer’s data a controller’s instructions
* Have their data securely protected Responding to consumer requests Adopting appropriate safeguards
e Have their data used consistent for access, correction, or deletion designed to protect data security

with their expectations Using data consistent with the

consumers’ expectation
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Controllers and processors should have role-dependent responsibilities to ensure consumers’

privacy and security are protected.

Privacy Laws Worldwide Distinguish Between
Controllers and Processors

Privacy laws worldwide reflect the basic distinction between
companies that decide to collect and use data about individuals
and companies that only process such data.

Companies that process
consumer data at the
direction of others.

Companies that decide

how and why to collect
consumer data.

GDPR: Controllers
Determine the “purposes and
means” of processing.

GDPR: Processors
Handle personal data
"on behalf of” a controller.

CCPA: Service Providers
Handle personal information
“on behalf of” businesses.

CCPA: Businesses
Determine the “purposes
and means” of processing.

This distinction is crucial to a host of privacy laws beyond the
GDPR and CCPA. In addition, leading international privacy
standards, including ISO 27701, and voluntary frameworks that
ensure data can be transferred across national borders, such as
the APEC Cross Border Privacy Rules, also distinguish between
controllers and processors.

EXAMPLE

A business contracts with a printing company to create
invitations to an event. The business gives the printing
company the names and addresses of the invitees from its
contact database, which the printer uses to address the
invitations and envelopes. The business then sends out the
invitations.

The business is the controller of the personal data processed
in connection with the invitations. The business decides

the purposes for which the personal data is processed (to
send individually-addressed invitations) and the means of
the processing (mail merging the personal data using the
invitees’ addresses). The printing company is the processor
handling the personal data pursuant to the business'’s
instructions. The printing company cannot sell the data or
use it for other purposes, such as marketing. If the printing
company disregarded those limits and used the data for its
own purposes, it would become a controller and be subject
to all obligations imposed on a controller.

Why Is the Distinction Between
Controllers and Processors
Important to Protecting Consumer
Privacy?

Distinguishing between controllers and
processors ensures that privacy laws impose
obligations that reflect a company’s role in
handling consumer data. This helps safeguard
consumer privacy without inadvertently creating
new privacy or security risks.

Data Security. Controllers and processors should
both have strong obligations to safeguard
consumer data.

» Placing this obligation on both types
of companies ensures consumer data is
protected.

» Controllers and processors should both
employ reasonable and appropriate security
measures, relative to the volume and
sensitivity of the data, size, and nature of the
business, and the cost of available tools.

Consumer Rights Requests. Responding to
important consumer rights requests—such as
requests to access, correct, or delete personal
data—requires knowing what is in that data.

» Controllers interact with consumers and decide
when and why to collect their data. For that
reason, laws like the GDPR and CCPA require
controllers to respond to consumer rights
requests. Moreover, controllers must decide if
there is a reason to deny a consumer’s request,
such as when a consumer asks to delete
information subject to a legal hold.

» Processors, in contrast, often do not know the
content of the data they process, and may be
contractually prohibited from looking at it. It
is not appropriate for processors to respond
directly to a consumer’s request—which
creates both security risks (by providing data
to consumers they do not know) and privacy
risks (by looking at data they otherwise would
not). Processors should instead provide
controllers with tools the controller can
use to collect data needed to respond to a
consumer’s request.
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