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Executive
Summary

Software innovation continues to spark
unprecedented advances that transform the
world around us, empower us as individuals,
and grow our economies.

Yet the full potential of this digital transformation
can only be realized if we tap the potential of
the data these innovations have unleashed.

We are, in fact, living through a data revolution.
Driving this is not only the abundance of data
today, but the fundamental technologies that
change the way we gather, store, analyze, and
transform information.



Today, 90 percent of business leaders cite data as one of the

key resources and a fundamental differentiator for businesses,
on par with basic resources like land, labor, and capital.

Not long ago, for instance, data collection required
observing weather patterns over hundreds of years

to discern rainfall patterns. It meant sitting alongside
aroad to log traffic speed to plan transportation
networks. It involved gathering miles of handwritten
notes to study how diseases work and could be cured.

Now, data is generated by sensors on millions of devices,
machines, vehicles, and even street lamps. While keeping
this amount of data was once costly and difficult, storage
capacities have grown and costs have plummeted, making
stored data a renewable resource. With this ability to reuse
and repurpose data, we can continue to analyze and
transform it in new ways that produce valuable insights that
save time, money, and even lives.

Some of this captured data is personal information, and as
such, both cutting-edge security and responsible stewardship
models must be used to make sure this information is safe
and correctly used. But the vast majority of data comes from
the many devices and machines reporting to each other

and to those running them. From the assembly line at the
manufacturing plant to the passenger jet in flight, milions of
bytes of data are generated and then analyzed. Doing so
helps improve performance and boost productivity in ways
once unimaginable.

While data is everywhere and its ubiquity and utility

are improving our lives in so many ways, many do not
understand what it is, where it comes from, how it can be
used, and its inherently massive potential.

This paper outlines just a few concrete examples of how
data innovation is driving extraordinary progress on some
of the world’s toughest challenges. It describes how
fundamental changes in how data is gathered, stored,
analyzed, and transformed place us at the brink of all that
is possible in our 21st-century digital economy — and
beyond. It also addresses some of the myths that have
become prevalent as people continue to work toward fully

understanding the expanding data innovation industry.
Finally, the paper offers a glossary of terms defining the
language of data innovation to serve as a guide for those
new to understanding the data economy.

The opportunity that data innovation presents the world

is virtually unparalleled. Innovative software tools already
are revolutionizing our lives in amazing ways; now, these
tools are helping people unlock the answers hidden within a
growing abundance of data resources. These transformative
new tools are translating data into new products, new
solutions, and new innovations that stand to change our lives.
From an economic perspective, making better use of data
could lead to a “data dividend” of $1.6 trillion in the next four
years alone. Economists estimate data-enabled efficiency
gains could add almost $15 trillion to global GDP by 2030.

If we make smart choices today, this emerging “data-
centric” economy can become a powerful generator of new
jobs and industries, new breakthroughs, and new cures —
and will fuel economic growth for decades to come.

DEFINING ‘DATA INNOVATION’

A good deal of ink has been spilled on the
“Four Vs” of data innovation: volume, the
amount of data; velocity, the speed at which it
is created; variety, the types of data involved;
and, veracity, its accuracy. Yet less time has
been spent discussing how little value there is in
raw data — and the game-changing opportunity
we all share to truly maximize its use.

As this paper examines, data must be gathered,
stored, analyzed, and transformed to provide
benefits ranging from practical to lifesaving. These
processes are at the heart of data innovation —

the derivation of immense value from the vast
amounts of otherwise unproductive information.
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6000 BC

DATA MILESTONES

Introduction

Throughout human history, the mileposts of civilization
have been punctuated by advances in our ability

to observe and gather information. Our ancestors
developed tools to measure distance, weight, volume,
temperature, time, and location — each improving over
time, and each critical to the movement from hunter-
gatherers, to farmers, and to city dwellers.

As early as 6000 BC, we used data about crop yields
and fallow farming to boost farm outputs and feed
more people. In the 15th century, we used data from
the skies to navigate our world and open the high
seas to global trade. In the 1850s, we used data to
link cholera outbreaks to bad water and saved lives.

Throughout modern history, even limited amounts of
data have provided us with key insights for unexpected
solutions to some of our greatest challenges. Whether
recorded on a stela, a papyrus scroll, in an illuminated
volume, or in a printed book, data — and its increasing
prevalence and prominence — has been a key driver of
economic and human progress.

In the 21st century, we are undergoing a rapid
acceleration of this process. As data becomes more
abundant and the cost of data storage plummets, new
technologies are equipping data scientists with cutting-
edge tools that unlock valuable insights from vast
amounts of data. As those technologies that process
data become more transformative, their impacts become
more profound and opportunities even more pervasive.

We are heading toward a world of almost boundless
information and nearly limitless possibilities. Consider
how data is being used to make predictions that

enhance our daily lives. Predictive data helps us know
in advance whether to bring an umbrella to work or
take the bus. Traffic data is used to synchronize
traffic lights, predict train arrival times, and help us
find the fastest route to get to a child’s rehearsal on
time. Wearable devices help us track our personal
fithess so we can make smarter choices to live longer,
healthier lives, and scientists are analyzing terabytes
of genetic information to find new cures and develop
more effective, personalized treatments.

Data Making a Difference

+ Barcelona is harnessing data to build a smarter
city, giving it the ability to examine the traffic
patterns of tourists, see where to put more public
bike stations, and identify which corners of the
city need more ATMs.

+ In the United Arab Emirates, new data tools are
being used to design the world’s first positive-
energy building that actually produces more
energy than it consumes.

+ In Kenya, mobile data is being used to identify
malaria infection patterns and identify hotspots
that guide government eradication efforts.

+ Farmers from lowa to India are using data from
seeds, satellites, sensors, and tractors to make
better decisions about what to grow, when to
plant, how to track food freshness from farm to
fork, and how to adapt to changing climates.
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GATHERING

When buying a car, instead of mere access to a car’s
sticker price, data provides us insight into a car’s fuel
economy, maintenance, insurance, and safety records
to help us make more informed choices. And your car
itself is now, in effect, a supercomputer on wheels. It has
a processor that is interacting with sensors that analyze
performance so drivers can be informed when to get an
oil change, shift to an electric motor, or if there is a child
playing in the driveway as the car backs up.

Already, this growing abundance of data helps put
power in our hands by putting much-needed information
at our fingertips.

But what exactly is “data”? Who or what is generating it?
What is its potential to improve our lives? How must it be
used for maximum benefit? And how do we make sure
it is used in a way that is consistent with our values and
concerns?

These are important questions in that as data transitions
from a once-scarce resource to an increasingly
abundant, valuable, and renewable resource, it is
becoming a primary source of economic and societal
benefits. Historically, it has been access to resources
like land, labor, and capital that provided the economic
differentiator between those who succeeded and those
who failed. Today, 90 percent of business leaders cite
data as one of the key resources and a fundamental
differentiator for businesses, on par with basic resources
like land, labor, and capital.!

One example: economists conservatively estimate that

if harnessing data more effectively achieved small gains
making industries just 1 percent more efficient, that
would add nearly $15 trillion to global GDP by 2030.2
The “next big thing” may come from the billions of small
things connected to the Internet producing better data
about the world around us to enable even more powerful

TRANSFORMING
& TRANSLATING

data-driven solutions.® Already we are finding answers to
questions we didn’t even know we had.

This huge shift is underway. Almost everything we

do generates data, and entirely new streams of data
are being created every day. In fact, 90 percent of

the world’s data today has been created in the last

two years alone, and we are now doubling the rate
data is produced every two years. Most of this data
being generated is not personal data. It's an important
distinction because while it is imperative that we protect
privacy, more often than not the data that is helping
improve our lives was generated by a sensor attached to
a machine.

Our challenge is to harness data and put it to work,
using our ingenuity to make sense of the valuable
learnings locked within it. It is this ability to process data
and transform observations into insights, and insights
into answers, which enables us to achieve meaningful
solutions to today’s significant challenges.



Businesses and
governments must

now work actively
to crank up the
Innovation engine.

THE FOUR KEY STEPS FOR

Transforming
Data Into
Answers

Today’s data revolution isn’t just being driven by

the growing abundance of data; it’s being fueled by
fundamental technologies that change the way we
gather, store, analyze, and transform data. Together,
these drivers are enabling us to glean powerful
insights from deep within data and thereby unlock
new knowledge, discover new connections, and
make new predictions.

GATHERING DATA

Throughout history we have always gathered data and
used it to help advance society. But often, data was too
scarce. Today, we are fortunate to be able to harness
more data from the world around us — data infused
with more meaning, gathered in more useful forms, and
producing more deliberate results. Data has gone from a
once-scarce resource to an increasingly abundant, vital,
and renewable resource.

This has been made possible not by our ability to
consolidate and mine personal information; rather, our
ability to connect a variety of devices and sensors to
the Internet now generates a wealth of new data grow-
ing at exponential rates. As a result, data is produced
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everywhere — by roadside sensors used to measure traffic
flow; by the digital music and movies we create; by the
satellites that circle overhead; by the sensors and systems
that control our factories and financial markets; and by the
tools we use to digitally design the next new thing. This
information is growing faster, flowing farther, and increasing
in significance.

Already an estimated 2.5 quintillion bytes of data are
generated every day.* Our analog-era minds have trou-
ble even contemplating the enormity of this data. For
context, last year the world created enough digital data


http://www.ibm.com/software/data/bigdata/what-is-big-data.html

Most data isn’t personally identifiable. Soon,

connected devices around the planet will help us better
understand and improve the world around us.
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to fill a stack of DVDs that would stretch from Earth to
the moon and back.® And the pace at which we are cre-
ating data is accelerating, too. The volume of business
data worldwide, across all companies, is now doubling
every 1.2 years.® Where does it all come from? Below
are just a few examples of sources, among many:

+ Digital information in hospitals, largely from clinical
imaging, is expected to climb to 665 terabytes a day
by 2015 — helping find cures and save lives.”

+ Modern transcontinental airlines are so packed with
connected sensors on their engines, flaps, and landing
gear that they can generate half a terabyte of data per
flight to improve flight performance,® cut turbulence,
improve safety, and identify possible engine defects
2,000 times faster than before.® Multiply that by the
more than 25,000 flights flown each day and you get
a sense of the vast amounts of helpful data now being
generated just from commercial jets.

+ Weather satellites, weather observatories, radar, and
other sensors capture more than 2.25 billion weather
data points 15 times per hour — collecting 20 terabytes
per day — making more accurate weather predictions
around the globe possible.™

+ Financial exchanges generate four to five terabytes of
data a day used for real-time analytics and spotting
problematic trading activity, while helping grow
businesses and a more prosperous economy.'

+ Telematic sensors in tens of thousands of delivery
vehicles track engine performance, improve routing,
and anticipate problems in advance. Vehicle sensor
data combined with mapping data analytics has
enabled companies to save millions of gallons of
fuel and reduce emissions by the equivalent of taking
thousands of cars off the road for a year.”?

+ The Large Hadron Collider at CERN, the European
Organization for Nuclear Research, generates 40
terabytes of data every second of every experiment,
providing new insights into the deepest secrets of how
the universe works.'® Likewise, Chile’s Large Synoptic
Survey Telescope generates 30 terabytes of data
about our universe looking at the sky every night."

+ The sequencing of a single DNA genome can generate
200 gigabytes of data. As the cost of DNA sequencing
plummets, scientists are building massive databases
filled with hundreds of thousands of these sequences
in order to find the differences and similarities that
correlate to medical breakthroughs and save lives.”®

[t's not just the amount of data that is exponentially
increasing, but also the ways in which it is produced.
As the number of devices that connect the Internet to
the world around us increases, creating an “Internet

of Things,” a multitude of sensors are creating entirely
new forms of data each day. The next big thing may be
based on many small things as an estimated 50 billion
devices packed with powerful sensors are projected to
be connected to the Internet by 2020.'

These devices will create data by doing things like
measuring soil moisture, engine performance, energy
system efficiency, and the location of asthma attacks. As
humans, we use just five senses to understand the world
around us. Soon, connected devices around the planet
will sense a whole range of features about the physical
world in order to help us better understand and improve
the world around us — and in so doing, produce
exabytes of new, beneficial data.



Because the cost of data storage

keeps plummeting and the amount of data keeps
growing, the uses of data keep expanding.

STORING DATA

The plummeting cost of storage is enabling data-driven
innovation. In 1980, a gigabyte of data storage was
scarce to come by, cost hundreds of thousands of
dollars, and required a full-time person to manage."”
Today, a gigabyte of storage costs just pennies, is
managed easily, and can be accessed anytime,
anywhere.'”® Since the 1980s, the price of storage has
dropped by more than a factor of 10 million." To put
that in context, if gasoline prices had fallen by the same
amount, you could drive a car around the world nearly
10,000 times for what you paid for a gallon of gasoline in
1980.2°

Because the cost of storage keeps falling, we have been
able to store ever-increasing amounts of data. In 1994
only 3 percent of the world’s data was stored digitally.?’
By 2007, 94 percent was stored digitally.??

Because the cost of data storage keeps plummeting
and the amount of data keeps growing, the uses of data
keep expanding. Cloud technologies — allowing data to
be stored remotely and accessed by an array of devices
— have dramatically driven down the price of data
storage so that data no longer has to be deleted after its
initial use to make room for new data.?

As a result, unlike other resources, data is not used

up when it has been used once. Data is a renewable
resource that can be combined with other data sets and
used multiple times to produce answers to questions
that were unforeseen when the data was originally
created. For example, weather data isn’t just used to
predict if we need to carry an umbrellg; it can also help
predict crop yields.

Cloud technologies give users better, more reliable,
more affordable, and more flexible access to their data
— relieving the pressure that vast amounts of data can
place on in-house IT infrastructure. By fundamentally
transforming the way data storage is bought, sold,

and delivered — and by making data available virtually
anywhere at any time — cloud technologies are
emerging as one of the most transformative technologies
of the decade, and one of the greatest enablers of data-
driven solutions.
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REAL-TIME DATA: REDUCING TRAFFIC

ANALYZING DATA

Data is only valuable when it is understandable;
otherwise, it's just a jumble of random observations.
Making sense of the insights contained within data
can only be achieved by combining human ingenuity
with innovative software.

Despite an increasingly autonomous world, it still
takes personal curiosity, human skills, and intensive
work to unlock answers from within data.

First, raw data needs to be cleaned up to be made
useful. By one estimate, data scientists can spend
from 50 percent to 80 percent of their time preparing
unruly digital data before it can be explored for useful
nuggets.?

Second, it takes human creativity to ask the right
questions and then find answers by sorting through
and recognizing bad data and interpreting the results
in meaningful ways. The data scientist role has

been described as part analyst, part artist, and part
storyteller.?® Each individual piece of data is like a pixel
on a screen. Alone, it provides only a small amount
of information. But when combined with enough
pixels in the right order, a data scientist can paint a
picture worth a thousand words and derive new and
sometimes unexpected meaning from the data.

By sifting through data, analytic tools can help cut
through data clutter to help users discover new
patterns and trends, find unexpected insight from
seemingly unrelated data, and automatically uncover
statistically interesting relationships. Using increasingly
rich databases and ever-advancing statistical
algorithms, software analytic tools enable us to sift

through mountains of data to find the nuggets of
information gold.

Fortunately, more powerful processing capabilities in
today’s computers combined with inventive software
are empowering data scientists with cutting-edge tools
to make sense of vast amounts of data and unlock the
valuable insights contained within it.

While today’s networks are impressive, moving huge
amounts of data across networks into one location in
order to process it all at once is often economically
unaffordable and logistically impossible. Yet some of
the more powerful analytics engines today are being
made possible and affordable through massive parallel-
distributed cloud computing platforms. These platforms
allow users to run world-class data analysis tools across
data stored in multiple locations at the same time.

What does this data analysis enable us to do? Predicting
the future used to seem far-fetched, but now seems
inevitable. Today, thanks to modern data analysis, we
make reliable predictions all the time. Weather forecasts
have become more reliable even as far as 10 days

out. Fleet managers can predict which engines need
fixing before the car breaks down. When data from the
present can be compared to that of the past, it often can
be used to help predict the future.

Economists are finding ways to better forecast markets,
employment, and inflation. For too long, government
economic data has forced decision-makers to look in
the rear-view mirror. Government economic statistics,
like GDP growth, have always looked months behind to
tell us, after a long delay, how economies performed in
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the past as the best benchmarks for the future. Now,
economists are combining a variety of real-time data, like
new job postings and industry orders, and comparing
them to historical data in order to paint a more accurate
picture of today’s dynamics, and formulate better
policies to ensure healthy economies.

The rise of real-time data analytics also is enabling
autonomous decision-making to help us, or machines
we run, make decisions far more quickly and with
greater precision. Already, major American auto
companies are designing new vehicles packed

with hundreds of sensors, telematics, and real-time
connectivity to enable such advances as autonomous
parking. Automakers also are advancing the real-time
analytics tools that enable autonomous crash avoidance
and self-driving cars. Such advances may one day save
lives by reacting to situations faster and more reliably
than humans can.

With an exponentially growing amount of real-time data
about the world around us, those who are able to make

More powerful processing
capabilities in today’s
computers combined with
inventive software are
empowering data scientists
with cutting-edge tools

to make sense of vast
amounts of data, and
unlock the valuable insights
contained within it.
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sense of what they learn as fast as they learn it will be
able to maximize the impact of data analysis tools. The
power of today’s best tools lies in their ability to make
new correlations and find unexpected answers buried
deep within data — even when people don’t know

the right questions to ask. Around the globe, analytics
tools are finding impactful correlations and producing
unexpected results. For example:

+ By tracking and correlating more than 1,000 data
points a second, Canadian researchers shocked
doctors by showing that prematurely born infants with
unusually stable vital signs correlated with serious
fevers the next day — enabling doctors to take
preventive actions.?®

+ Two decades of past newspaper stories are being
used to predict when and where cholera outbreaks will
occur in places like Angola.?”

+ Police departments modified an algorithm originally
designed to predict earthquakes, and now are using
it to predict within 500 feet where crimes are likely to
occur. Burglaries have been reduced by 33 percent
and violent crimes by 21 percent in areas where the
software is being used.?

+ Using data analytics and marine sensors that monitor
waves, currents, and other data, researchers are
using data analytics to predict tsunamis and other
natural disasters as well as their impact.?®

+ Data from doctors’ visits and prescription information
revealed how patients with autoimmune diseases are
at greater risk of epilepsy.®°

+ Credit score data is being used to predict which
patients will need “friendly” reminders to take their
prescription medicines.®!

+ Using a decade of flight history data correlated with
weather patterns, air travelers can now figure out
which flights are likeliest to be on time.*?

1
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Because data surrounds us, so do opportunities.
When innovators act responsibly and creatively,

data innovation can deliver answers to both everyday
problems and some of the world’s biggest challenges.

TRANSFORMING AND TRANSLATING DATA

Powerful new software tools are equipping us with the
ability to use data sets to make better decisions, based
on facts and not “gut” or intuition.

In particular, a new set of tools is helping give data purpose,
by transforming it in ways that can help us extrapolate,
focus, visualize, reflect, refine, model, and predict.

These tools include machine-learning technologies that
understand data to help us better respond to it; modeling
and simulations technologies that can test scenarios and
transform data into real-world solutions; and tools that
recognize and translate sound, images, or video into new
more meaningful forms.

Transforming data in these ways leads to better plans,
superior designs, and smarter decisions. For example,
doctors practicing medicine today are bombarded with
new research that makes it almost impossible to keep
abreast of the latest developments, let alone interpret
real-time patient data.®® As a result, hospitals are turning
to clinical decision support systems. Essentially, these
are software systems that analyze data from disparate
sources to help make faster and more reliable diagnoses
in a complex data environment — proving to be
beneficial in more than 70 percent of cases.®*

Other software tools are helping translate data into more
meaningful forms. Real-time processing of audio, image,
and video data is leading to life-changing breakthroughs.
To illustrate: as more data is gathered about how people
speak, speech recognition technology has continuously

improved. This has enabled breakthroughs like real-time,
two-way language translation of voice conversations

across continents — potentially opening new
opportunities for global commerce and trade. Similarly,
with an estimated 360 million people suffering from
hearing loss, researchers in China have turned to pattern
recognition and real-time processing of data from a 3D
Kinect sensor to develop a system that understands the
gestures of sign language and converts them in real time
to spoken and written language — and vice versa.®

Faster image processing also is having a profound
impact in areas such as cancer detection, cognitive
computing, neurobiology, and robotics. For example,
due to their unpredictable appearance and shape, brain
tumors can be especially hard to identify within medical
images. With the help of cloud computing and advanced
image analysis algorithms, teams of scientists are now
competing to find the best software algorithms for more
accurately and quickly identifying brain tumors.*®

Moving from 2D to 3D imagery for mammography is
improving breast cancer detection rates. Three-dimensional
mammography uses software to combine many x-rays

at different angles to create a three-dimensional image

that can increase the detection rate for breast cancer and
decrease nerve-racking false alarms.®

Indeed, the ability to use data to create both
visualizations and simulations is making it easier to
comprehend and use it. We now model and simulate
complex systems and test designs with greater accuracy
and more speed, without actually building them. For
example in the 1980s, Boeing tested 77 prototypes of

its 767 using physical wind tunnels. By 2005, Boeing ran



only 11 physical tests for its 787, testing prototypes using
virtual wind tunnels and supercomputing to save time,
save energy, save money, and save lives.®®

Virtual wind tunnels are one example of tools that crunch
massive amounts of data to make 3D computational
fluid dynamics easier to use and faster to implement.
These tools enable us to better model heat flow, fluid
flow, air flow, and process flow for better performance.

They are being used to model where pollutants may
travel in groundwater, how to boost the performance of
wind turbines, and how to design better buildings that
can withstand the worst that Mother Nature can throw
at them.

In short, these tools transform data into solutions.

Taken together, the powers to gather, store,
analyze, and transform data are converging to
unlock new opportunities for better solutions.

In practice, though, each of these four drivers is
often performed by disparate persons, acting on
diverse data sets, stored in distributed locations.
However, that is part of the power of this data
revolution. Different, previously unrelated sets of
data can be combined and analyzed even when
stored in different locations, augmented even when
the data is unstructured, and acted upon even
when parties are uncovering fundamental answers
to questions that the producers of the data didn’t
even know to ask. One may never know in advance
exactly the power of the information that may

later be extracted from a particular data set — in
part because it may later become valuable to a

combination of seemingly unrelated data sets and
because the algorithm to exploit the insight has yet
to be invented.

Because data surrounds us, so do opportunities.
When innovators act responsibly and creatively, data
innovation can deliver answers to both everyday
problems and some of the world’s biggest challenges.
In order to maximize the data-enabled opportunity in
ways that can accelerate new waves of productivity,
economic growth and individual benefits, we must
crank up the innovation engine once again and

pave the way for the leading-edge solutions and
empowering impacts it is poised to deliver.

13
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Manufacturing companies
that take full advantage of their data could

over four years.

BUSINESS DATA: SAVING COSTS

A Data-Driven

Data is now emerging as one of the most dynamic new
forces of economic gains. Data’s economic impacts
already are rippling through many sectors of the
economy, in high-tech and low-tech industries alike. In
the next four years alone, making better use of data could
lead to a $1.6 trillion “data dividend” worldwide.%

Data innovation has proven its ability to boost
productivity. Companies that already use data-directed
decision-making report a 5 percent to 6 percent boost
in productivity.®° If by harnessing data more effectively
we can achieve even small gains across a broad range
of industries to make them just 1 percent more efficient,
economists estimate it can add about $15 trillion to global
GDP by 2030. That’s the equivalent of adding another
U.S. economy. A 1 percent productivity increase may
seem small, but as General Electric’s CEO Jeff Immelt
puts it, “tell an oil guy you can use software to save him
one percent on something, and that guy will be your
friend for life.” 4!

Data Innovation Is a Job Creator.

Data innovation isn’t just about boosting economic growth.
It’s also about fueling a powerful new job creation engine and
potent job force multiplier. Data innovation is already creating
thousands of new, well-paying jobs — from data analysts,

to software developers, to the people who run the massive
data warehouses that make data innovation possible. Further,
61 percent of senior executives in the US and 58 percent in
Europe say data analytics is important to their companies’
plans to hire more employees.* For every data-related IT job
created, another three jobs are estimated to be created for
people outside of [T — creating millions more jobs throughout
the economy.*® The end result will be broad, new economic
benefits from another new technology-driven jobs boom.

—conomy

Every

job in the U.S. creates

3 more
jobs

indirectly.

61%

of US execs say

iIs important to
their companies’

hiring plans.




Smart buildings
alone could
save businesses

a year in energy costs.

A 1% data-driven
productivity improvement
in aviation could save

in fuel savings worldwide
over 15 years.

Data Is Making Businesses More Agile,
Responsive, and Competitive.

It used to be that the massive, [T-driven productivity increases
that grew our economy and lifted our standards of living were
limited to only a few sectors of the economy — like the tech-
nology sector itself. However, as more sectors generate more
forms of data, data now is poised to deliver gains in sectors
that have traditionally lagged — from agriculture to health,
from transportation to education, and from energy to finance.
In fact, 79 percent of senior executives recently surveyed in the
United States and 80 percent in Europe say data analytics is
important to their companies’ plans to better serve customer
needs.** In addition, 70 percent in the United States and 72
percent in Europe say data analytics is important to their com-
panies’ plans for creating new products or services.*

HEALTH CARE

Data Innovation Is Helping People Live
Longer, Healthier Lives Through Better
Insights.

Health care is one of the most data-rich environments
today — generating hundreds of terabytes of data per
hospital every day.*® When use of this data is maximized,

it can be the prescription for better care and faster cures.
Data today is giving doctors unprecedented insight into
their patients’ health and enabling better decision making.
With the help of software analytics, doctors can leverage
the outcomes of every previous patient to inform treatment
options for every future patient. Yet too often health data is
underused. If the health care sector were to use data more
effectively to drive efficiency and quality, it is estimated

the sector could save more than $300 billion every year

— reducing expenditures by a whopping 8 percent.*” The
biggest impacts aren’t just measured in dollars saved, but
lives saved. As just one example, researchers developed a
machine learning algorithm that can predict cardiac arrest four
hours in advance and is accurate 66 percent of the time by
combing real-time data with a patient’s medical history.*®

TRANSPORTATION
Data Innovation Is Saving Time, Saving
Money, Saving Fuel, and Saving Lives.

Data has placed us on course for a smarter
transportation future. Throughout our airways, railways,
and roadways, real-time data analytics is leading to smarter
transportation systems that are improving our ability to
safely and efficiently move goods and people. New cars
today can generate up to 25 gigabytes of data per hour,
and contain over 10 million lines of software code just to
process the data.*® This data is being used to power new
safety and crash avoidance systems that could have as

big an effect on safety as seatbelts have had — reducing
injuries and fatalities by as much as 50 percent.®® At a

time of an ever-increasing number of vehicles on the road,
data can also be put to use in innovative ways to reduce
congestion and route traffic more efficiently — saving
millions of lost hours, thousands of gallons of gas, and tons
of greenhouse emissions.

Data in aviation is taking off, too. Today a modern airline
can generate up to half a terabyte of data per flight from
sensors throughout the plane; this data is used to improve
flight performance, cut turbulence, improve safety, and
identify engine defects 2,000 times faster than before.%!
Aviation data is also helping improve flight path planning,
and letting crews know that a part needs replacing before
it fails. These gains add up. A 1 percent data-driven
productivity improvement in aviation could save $30 billion
in fuel savings worldwide.%?

ENERGY/ENVIRONMENT

Data Innovation Is Reducing Energy
Consumption and Improving our
Environment.

Data is fueling huge energy savings. Better data use
can drive billions of dollars in energy savings in a range
of industries, while also improving the environment.
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If the health care sector were to use data more
effectively to drive efficiency and quality, it is estimated

the sector could save more than $300 billion
every year — reducing expenditures by a whopping

8 percent.

Data-driven insights enable smarter energy use in the
electric grid, in buildings, in our homes, in our factories,
on the farm, and throughout our environment. By using
data design tools, for example, buildings can now be
designed in ways that use less energy, and can be
infused with intelligent systems that combine reams

of sensor data with analytics and actuators to make
operations more efficient. Taken together, it is estimated
that smart buildings alone could save businesses $25
billion a year in energy costs.%®

MANUFACTURING

Data Innovation is Improving the Way
Products are Designed, Built, and
Distributed.

The manufacturing sector stores more data than any other
sector. As a result, manufacturers have a lot to gain from
better use of data to boost efficiency, drive quality, and im-

prove the way products are designed, built, and distributed.

By one estimate, better use of data in manufacturing can
yield up to a 50 percent decrease in product development
time and assembly costs.** In fact, IDC (International Data
Corporation) estimates that manufacturing companies that
take full advantage of their data are poised to achieve a
$371 billion data dividend over four years.? Using real-time
data, companies can also better track and manage global
supply chains, and reduce product defects.

Data is also helping improve designs. Data-enabled digital
designs are enhancing the iterative design process —
enabling designers to test countless ideas and tweak them
in the virtual environment until finally reaching that optimal
product design. Toyota, Fiat, and Nissan have all cut
new-model development time by 30 percent to 50
percent through the collaborative use of data and
modeling techniques.®®

FINANCIAL
Data Innovation is Boosting Efficiency,
Improving Compliance, and Cutting Fraud.

In the financial services sector, tapping into growing
amounts of data can improve operational efficiency,
boost compliance, and identify fraud. In one survey,
71 percent of banking and financial markets firms
reported that the use of information and analytics

is creating a competitive advantage for their
organizations.®” Data investments can pay huge
dividends. Data analytics helped one credit card
company identify $2 billion in avoidable annual credit
card fraud.®®

AGRICULTURE
Data Innovation is Producing More and
Better Food Using Fewer Resources.

Data is cropping up everywhere on farms — helping
produce more delicious and nutritious foods for a growing
number of people. Thanks to a concept known as
precision agriculture, farmers around the globe are able

to use data from seeds, satellites, sensors, and tractors

to make better decisions that increase yields, decrease
costs, and feed more people. With a quarter of the world’s
population involved in agriculture and food production,
there are big gains to be achieved from greater use of data.
For example, by harnessing data analytics tools, farmers
are able to reduce input costs, pesticide use, and chemical
use, while improving yields by five or 10 bushels an acre.®®
For dairy farmers, a Croatian startup has pioneered a
cloud-based software analytics platform that provides
real-time data on things like the impact of feed quality on
production and the conception rates for each animal, which
in turn has increased farmer productivity and efficiency by
as much as 50 percent.®©



DATA IMPROVES LIVES WORLDWIDE

By using more than CANADA

1,000 data points

per second, Canadian scientists found that prematurely K
born infants with unusually stable vital signs had a

higher risk of developing fevers — allowing doctors to
take action early — and save lives.

Separating Data Myths
from Facts

There are a number of myths surrounding recent Pe rsona | | nformation a nd

data innovations and the data economy. These

include myths about: Data Protection

+ Personal information and data protection,

+ The economic impact of the data economy,
+ Data reliability,

+ 21st-century data innovations,

+ Global benefits of data innovation, and REALITY

+ Governments’ role in data regulation. Data innovation empowers consumers to make
better decisions and enables merchants to customize
goods and services to serve us better. It can lead to
major advancements through personalized learning
and personalized medicine. It can lead to improved
consumer experiences through personalized
entertainment. It can help us transition from an economy
driven by mass-production to one enabled by mass-
customization. There is indeed a set of companies at
the heart of developing and delivering the innovative
new technologies upon which this data revolution relies.
However, if we make smart choices today, this emerging
data-centric economy can create new jobs and
industries, and put the world in consumers’ hands.

MYTH
Data innovation only benefits IT
companies — not individuals.

MYTH
All data is personal data.

REALITY

Some data may be personal information (e.g., data we
generate on our mobile devices or that we create by using
social networks). Most data, however, is not personal.
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IN INDIA, INTERNET KIOSKS
ARE GIVING MORE THAN

4 millionfarmers

access to crop prices, weather, and
other information in

local languages.

The vast amount of data being created every day in-
cludes information like satellite weather monitoring, jet
engine performance, computer-generated stock mar-
ket trades, and sensors unrelated to individuals. Even
when data does pertain to an individual, it is often not
accessed by another human and likely is de-identified
— essentially stored and used without information that
reveals the identity of the individual involved.

MYTH
Companies are not concerned about
protecting personal data.

REALITY

When personal data is generated, they need to be protect-
ed appropriately. In order to expand data opportunities,
public trust and confidence in data should be high. Com-
panies and organizations that use data should practice
good data-stewardship. These practices might be stan-
dardized through an industry-led effort to create voluntary
guidelines for responsible data use. Many leaders in the
field already are stepping forward to make it clear to con-
sumers how their data is being collected and if it is shared.
Many companies follow best practices that require them to
anonymize personal information whenever practical.

MYTH
Data innovation will cause me to lose all
privacy.

REALITY

The success of the data economy depends upon
consumer trust. Individuals must feel that their personal
information is secure. Leading software developers
already build in privacy protections to their systems from
the beginning, called “privacy by design.” In addition,
developers often use anonymization, de-identification,
and encryption tools so that they can further minimize
the impact of any data breach. When data is aggregated

so individual users aren’t specifically identified, data
can generally still be analyzed for patterns of behavior
without violating a user’s trust or privacy. Furthermore,
enforceable privacy policies can take into account

the context and relative risks involved in any exposure
or misuse of data, with the most sensitive data (like
financial or health care data) getting the highest level of
privacy protection. This means that data like weather
data or business analytics that does not involve personal
information doesn’t require the same level of protection
as patient-specific health care data.

MYTH
You can never fully de-identify data.
De-identification of data is ineffective.

REALITY

De-identification of data is a process used to prevent a
person’s identity from being connected with information.
Once data is de-identified, it can be analyzed without
connection to an individual. Experts have developed
technigues that allow data to be de-identified in ways
that can maximize both privacy and data quality.' According
to experts, if de-identification is done properly, the risk
of re-identifying individuals from anonymized data is less
than 1 percent in most cases.

MYTH
Companies that use data can’t be trusted.

REALITY

Industry is listening to and heeding privacy concerns.
Today, there are signs of vibrant competition among
leading companies in a race toward better privacy
protections. For example, the companies responsible
for the operating systems that run a combined 96.4
percent of smartphones worldwide have both recently
announced enhancements to their privacy settings.
They are giving users additional controls and moving



IN THE U.S., MAJOR AUTO COMPANIES
are designing new vehicles packed with

hundreds of
Sensors

and analytics to enable such advances
as autonomous parking and crash avoidance.

to encrypt data to protect personal privacy.®® Leading
software companies now appeal directly to consumers
by touting their commitment to protecting privacy.
Companies even are changing their services and
policies to make them more privacy-friendly by, for
example, by not scanning customer communications in
order to target advertising.®

MYTH
Individuals have no control over
their data.

REALITY

While it may sometimes seem like we have no control
over our data, there are a variety of tools of which
consumers may not yet be aware to help them better
control their data. For example, some leading software
companies have chosen to enable “Do Not Track”
features by default in their web browsers, so the
websites you visit and the third-party advertising firm
they use automatically receive a “Do Not Track” request.
It informs websites that you do not want to be tracked,
which may help protect you against forms of tracking on
the web. In addition, some data-brokers have created
web pages where consumers can see the kinds of
information that have been collected about them, opt-
out of further data-gathering, and correct information if
it’s wrong.®® Collectively, these tools enable consumers
to better control how their information is collected and
used, or to opt out of certain marketing uses.

UNITED
STATES

€

The Economic Impact of
the Data Economy

MYTH
Data innovation won’t create new jobs
and may even take jobs away.

REALITY

Data innovation can be a powerful driver of economic
growth. In fact, 61 percent of recently surveyed senior
executives in the United States and 58 percent in Europe
say data analytics are important to their companies’ plans
to hire more employees.®” Yet data innovation is not just
about creating jobs within the IT sector. Every data-related
role will create employment for an estimated three people
outside of [T, creating even more jobs throughout the
economy.

While there will be some job changes as data innovation
helps find new ways to do old things, this shift is likely

to resemble the proliferation of the Internet where an
estimated 2.6 jobs have been created for every job
disrupted and lost.®® One of the biggest areas of potential
job growth is data analytics. Making sense of the insights
contained within data can often only be achieved through
human ingenuity. Today, there is a global shortage of the
skilled analysts and data managers who can help make
sense of data. According to McKinsey, the United States
alone faces a shortage of 140,000 to 190,000 people with
the deep analytical talent needed to unlock the hidden
potential in data, and 1.5 million managers and analysts
with the skills to understand and make decisions based on
the analysis of the data economy.®®

The 2014 mean base salary for a staff data scientist is
$120,000 and $160,000 for a manager.” Many have
suggested that to capture the full potential from data-driven
innovation, companies and policymakers around the world
must take steps to overcome a looming talent shortage.
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IN BRAZIL, one of the largest

soy producers

is investing in software and the power

of data analytics to increase the efficiency
of damage control techniques, reduce costs,
and boost crop techniques.

MYTH
Data analytics is about getting human
judgment out of the process.

REALITY

While some questions can be answered with data

(for example, is the population of my town increasing

or decreasing?), many of the most insightful answers
are not as clean cut. You may not always know how
the various data elements relate to one another. And
because you may not know in advance the right
question to ask, data analysis is often an iterative
process of asking successive questions to ultimately find
the answer. For these reasons, we can never do away
with human judgment and input to reconcile differences
and to sort through potential inconsistencies.

Data alone is not a panacea, and cannot work miracles.
In fact on its own, data often has little value. It’s often
messy, not inherently organized, or neatly structured.
The hard work comes from making sense of it and
finding the relevance within it. Whether or not data can
solve problems depends upon the effective execution of
a smart data strategy that can lead to faster and better
solutions. It also depends on asking precisely the right
questions of it. But if we harness data in the right ways,
we can help unlock answers to some of society’s most
pressing challenges, help stoke the innovation bonfire,
and fuel a powerful new round of T driven jobs and
economic growth.

BRAZIL

€

MYTH
Data innovation is only for big companies
— not small businesses.

REALITY

With data becoming more ubiquitous, storage costs
falling, and analytics tools becoming more powerful
and more affordable, now even the smallest companies
can take advantage of advanced data analytics —

tools that were once only available to the biggest of
businesses. For example, the Trends feature in Intuit’s
QuickBooks Online allows small businesses to benefit
from the collective wisdom of fellow Intuit users —
allowing small businesses to see how their income and
expenses compare in order to highlight opportunities.

It enables them to make smarter decisions about how
they operate. While the use of business intelligence
and analytics solutions is not widespread among small
and medium-size enterprises, adoption is expected to
grow quickly.”" A recent study found that data analytics
are important to 60 percent of small companies.” That
includes 57 percent of US companies with 50 or fewer
employees and 62 percent of same-sized European
companies, according to their senior decision-makers.
In medium-sized companies (those with 51 to 500
employees), 87 percent of US executives and 79 percent
of European executives say data analytics are important.



SCIENTISTS STUDYING

patterns of malaria

recently used mobile phone data in Kenya to pinpoint
hotspots where disease transmission was taking place,
thus guiding government

eradication efforts.

MYTH
Data only benefits the IT sector — not
other sectors of the economy.

REALITY

Data is now at the heart of a major technological
transition that promises to transform and improve almost
every sector of the economy. In fact, many believe that
data innovation has the ability to improve productivity
throughout economic sectors. Although companies that
use data-directed decision-making report a 5 percent to
6 percent boost in productivity, if data innovation were
able to achieve just a 1 percent efficiency improvement,
the impacts throughout all sectors of the economy would
be substantial — creating savings in energy and fuel,
producing better health outcomes at lower costs, and
increasing the performance and life of physical assets.”™
In the commercial aviation industry, for example, GE
predicts that as we are able to capture real-time data

to improve engine efficiency and route travelers more
effectively, just a 1 percent boost in fuel savings would
yield savings of $30 billion over 15 years.™

MYTH
Correlation always implies causality.

REALITY

This search for the “unknown unknowns” is one of the
major insights that can come from data. However, some-
times correlations just don’t make sense, and correla-
tions don’t always mean causation. For example, while
the rate of violent crimes and murder has been found to
jump when ice cream sales do, it is highly unlikely that
buying ice cream turns people into killers.” Still, finding
causal relationships in data is among the most valuable
insights that we can discover within data. And many
interesting correlations and causalities are being dis-

KENYA
4
€

covered every day at increasing rates, and with greater
importance. The ability to sort through the difference
between mere correlation and causality is one of the
reasons why taking advantage of data requires qualified
data scientists that understand how to separate mere
correlation from causality and eliminate results that fail
the implausibility test.

MYTH
Data innovation requires a big budget.

REALITY

Taking advantage of data doesn’t necessarily require big
budgets. It often only takes minor investments, and those
investments can lead to impressive returns. For example,
organizations that take a more holistic approach to their
data are projected to realize some of the biggest returns

— achieving a massive “data dividend” of roughly $1.6
trillion in additional revenue, lower costs and improved
productivity over just the next four years.”® In fact, using
small data sets, and data that may already be in hand, can
often be a good starting point. Examining a week’s worth
of financial transactions data for fraud may illuminate trends
more easily than examining five years’ worth of historical
data. In one analysis, companies that effectively employed
data economy analytics were 26 percent more profitable
than their industry competitors, generated 9 percent more
revenue through their employees and physical assets, and
enjoyed 12 percent higher market valuation ratios.””
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In the United Arab Emirates, new data tools
are being used to design the world’s first

positive-energy

building

that produces more energy than it consumes.
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Data Reliability

MYTH
Insights from data are always accurate on
their own.

REALITY

Insights are only accurate if the underlying data is
accurate, the tools are smart, and a smart data scientist
is engaged in developing the model to avoid skewed
results. For example, Boston’s innovative Street Bump
app used smartphones that incorporate accelerometers
and GPS location to locate potholes from a large
number of users each time someone hit a bump in the
road. However, if smartphone users are more likely

to be young and affluent, then the data from the app
may not be accurately capturing pothole data from all
demographic areas of the city — and city response to
potholes could risk becoming skewed. That is why data
scientists often need to be involved to ensure statistical
relevance, and avoid bias in data outcomes.

MYTH
Gut decisions are usually the right
decisions.

REALITY

From the time we are born, we learn to trust our intuition
in decision-making. In fact, an estimated 19 percent

of global managers describe themselves as “visceral
decision makers” that rely almost exclusively on gut
instinct and intuition.” Yet today, data can help us make
better informed decisions, with greater precision, faster
speed, and bigger impact. According to one survey

of IT decision-makers across a range of industries, 59
percent report that improving the quality of decision-
making is the primary goal driving investments in data
technologies.” It doesn’t just benefit the workplace;

we also make instinctive decisions throughout our daily

lives. In some cases, we can benefit greatly from tools
that can help us make faster and better decisions. For
example, human error is the culprit in an estimated

93 percent of automobile crashes, but new vehicle
sensors that collect huge amounts of data about their
surroundings combined with real-time analysis and
automated decision-making (even without becoming
fully autonomous) could reduce car related injuries and
fatalities by as much as 50 percent.®°

MYTH
Bigger data is always better data.

REALITY

Data sets don’t always have to be bigger to be better. In
fact, size may be one of the least important factors. For
many problems and questions, even small amounts of
data, when analyzed with the right tools can lead to keen
insights. Developing these insights often depends more
upon the quality of the underlying data, and the quality
of the tools used to act upon it. Yet there is sometimes
a belief that with more data come more truth, and the
larger the data set the more objective it is. Sometimes it
is having access to simple data that can have the most
immediate impact; for example, knowing when a local
store closes, how many miles a car has gone since its
last oil change, or how much a phone bill costs this
month. Depending on the question being asked, the
data contained on web pages, in Excel spreadsheets,
or CRM databases can be small, and just as powerful
at providing answers as big data. What matters most is
creating robust data, securely storing the data, having
access to the data, and being able to process the data
— whatever its size — so that it can be utilized when
and where it is needed to solve problems.



Weather data

isn’t just used to predict if we need to carry an
umbrella; it can also be used to help predict crop
yields, the likelihood of a flu outbreak, and help
estimate how much desalination capacity needs
to be built in Morocco.

MOROCCO
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MYTH
Data that is unstructured is unusable.

REALITY

Unstructured data can be useful. In fact, some of

the most powerful data doesn’t always fit into nicely
structured tables of columns and rows. It can be
unstructured like text documents or x-ray images. The
key is transforming data into its most useful forms. If
the average Fortune 1000 company could increase the
usability of its data by just 10 percent, the company
could expect an increase of over $2 billion in revenue.8!

MYTH
Data should only be used for the original
purpose for which it was collected.

REALITY

Cloud technologies have dramatically driven down the
price of data storage so that data no longer has to be
deleted after its initial use to make room for new data.
As a result, unlike other resources, data is not used up
once it’'s used once. Data is a renewable resource that
can often be reused, combined with other data sets, and
used multiple times to produce answers to questions
often unforeseen when the data was originally created.
For example, weather data isn’t just used to predict if we
need to carry an umbrellg; it can also be used to help
predict crop vyields, the likelihood of a flu outbreak, and
help estimate how much desalination capacity needs to
be built in Morocco.

21st Century Data Innovations

MYTH
The most profound benefits from data
are far off in the future.

REALITY

While data innovation will continue to generate benefits
decades into the future, its powerful results can already
be seen almost everywhere around us today. Already,
terabytes of daily data are being used to provide you
with more accurate weather predictions; data from
millions of GPS signals are used to predict commute
times and speed you to your destination; millions of
health data points are being used to identify potential
causes of disease; and terabytes of financial data are
being used to help prevent credit card fraud.

In fact, when the Economist Intelligence Unit asked
survey respondents to describe the impact data has had
on their organizations over the past five years, nearly

10 percent said it had completely changed the way

they do business.®? 46 percent of respondents said it
had become an important factor that drives business
decisions. New research suggests that in just the next
four years alone, making better use of data could lead
to a $1.6 trillion “data dividend” worldwide as data helps
unlock new opportunities and solutions.®® In a separate
survey looking at the current year, 33 percent of senior
executives in the United States and 24 percent in Europe
said they expected 10 percent or more of their companies’
growth to be related to data analytics.®* Looking ahead five
years, 58 percent of those US senior executives and 43
percent in Europe made the same prediction.
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In the aftermath of the 2004 South Asian tsunami,
Indonesian fisherman were given cell phones.
Their incomes went up by

30 percent

because for the first time in their lives
they had data on the actual market price of fish.

MYTH
Data is overhyped.

REALITY

Using data to solve human problems is hardly new.
We've been using data for better decision-making since
the beginning of modern civilization — leading to fallow
farming techniques that feed more people, navigation
techniques that have fueled global trade, and health
insights that have avoided millions of cholera deaths.
However, in the past, data was a scarce resource that
was costly to store and difficult to manipulate. What is
different today is that data has become more abundant,
storage costs have plummeted, and the tools to
manipulate it have become more powerful. As a result,
as we face a new set of emergent challenges, powerful
new data analytics technologies can help sort through
growing volumes of data to help us discover powerful
insights and unexpected solutions to some of our most
pressing challenges.

INDONESIA

\d
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MYTH

The era of IT-driven economic growth
is over — data innovation can’t boost
productivity.

REALITY

IT innovation and its ability to grow economies, create
jobs, and raise standards of living around the globe has
been rooted in its proven ability to boost productivity

— for example, increasing productivity by as much

as 1 percent to 2 percent in the 1990s.8° A prominent
economist at Northwestern University, argues that

the greatest gains from IT innovation are behind us.®®
However, the productivity era is alive and well. In fact,
companies that use data-directed decision-making
report a 5 percent to 6 percent boost in productivity.®”
Even if this unfolding data opportunity only boosts
productivity in the U.S., for example, by 1.5 percent, over
a 20-year period it would save enough money to raise
average national incomes by as much as 30 percent.®®
If by harnessing data more effectively we can achieve
small gains across a broad range of industries to make
them just 1 percent more efficient, economists estimate
it can add about $15 trillion to global GDP by 2030,
that’s the equivalent of adding another U.S. economy to
the global economy.&®



Barcelona is harnessing data to build a

smarter city,

improve government services,

and provide more

sustainable transportation

solutions.

The Global Benefits of
Data Innovation

MYTH
Only the United States is benefitting
from data today.

REALITY
Around the world, data is already being put to use to solve
important challenges. For example:

+ By tracking more than 1,000 data points a second,
Canadian scientists found that prematurely born infants
with unusually stable vital signs had a higher risk of
developing fevers — allowing doctors to take action early
— and save lives.

+ In Brazil, one of the largest soy producers is investing in
software and the power of data analytics to increase the
efficiency of damage control techniques, reduce costs,
and boost crop productivity.

+ Barcelona is harnessing data to build a smarter city, im-
prove government services and provide more sustainable
transportation solutions.®

+ In the United Arab Emirates, new data tools are being
used to design the world’s first positive-energy building
that produces more energy than it consumes.®!

+ Farmers in India are using data from seeds, satellites,
sensors, and tractors to make better decisions about
what to grow, how they grow it, how to track food fresh-
ness from farm to fork, and how to adapt to changing
climates.®?

MYTH
Developing countries aren’t yet ready to
take advantage of data analysis.

REALITY

The data revolution and the benefits it creates are a global
phenomenon. Some of data’s most important benefits and
biggest opportunities lie in the developing world where
technology has often lagged. According to IDC, emerging
markets in the digital universe will surpass mature markets
by 2017 — growing from 36 percent to 62 percent of the
expanding digital universe between 2012 and 2020.% Like-
wise, a survey of NGOs in the developing world found that
over 90 percent believed that data analytics would be the
most important tool to deliver better insight for helping their
end beneficiaries.®

Examples of data innovation in the developing world
abound:

+ Scientists studying patterns of malaria infection recently
used mobile phone data in Kenya to pinpoint hotspots
where disease transmission was taking place, thus guid-
ing government eradication efforts.%

+ In the aftermath of the 2004 South Asian tsunami, Indo-
nesian fisherman were given cell phones. Their incomes
went up by 30 percent because for the first time in their
lives they had data on the market price of fish.%

+ In Peru, historical sites are under threat from develop-
ment. Using aerial technologies and powerful software
that stitches together imagery, Peru created detailed
three-dimensional data point clouds to map, monitor, and
safeguard its endangered treasures.”

+ To preserve its cultural heritage, Vietnam is using 3D
scanners and has set a goal of digitizing 40,000 historical
artifacts over the next five years.%

+ In India, Internet kiosks are giving more than 4 million
farmers access to crop prices, weather, and other infor-
mation in local languages. They use advanced analytics
and mobile technologies to track data from individual
farms and, after analysis, can offer the farmers supplies
based on their needs, such as fertilizer and seeds.*®
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TO PRESERVE ITS CULTURAL HERITAGE,
Vietnam is using 3D scanners to digitize

40,000

historical artifacts

over the next five years.
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Governments’ Role in
Data Regulation

MYTH

Data will be used as a tool for
exclusion — with the ability to
reinforce disadvantages faced by
low-income and disadvantaged
communities.

REALITY

Resolving any worries that data is being used in
ways that are unfair to some people or classes of
people is a challenge that should be a top priority
for industry and government alike. At the same time,
there are opportunities that shouldn’t be overlooked
to use data to fight unfair discrimination and
empower groups. In fact, when used responsibly,
data can be a powerful new tool used to help
uncover existing discrimination that impairs access
to jobs, finance, education, and opportunity.’®®

VIETNAM

%

MYTH
Governments have no role to play.

REALITY

With the massive growth of remote computing power,
storage, analytics, and software services, a range of
new policy issues has emerged. Most treaties, laws
and regulations did not foresee these possibilities when
they were written. This ambiguity can be problematic
for governments and the growth of the data economy.
Longstanding policy questions like the balance of privacy
and security, the free flow of trade, basic research, and
workforce development must be considered anew as
the growth of these technologies has exploded.

There are several concrete steps that policymakers
can take to help capture the data revolution’s full
potential and accelerate the new waves of productivity,
economic growth, and consumer benefits that lie just
over the horizon. They can invest in advancing the data
solutions that can address some of society’s greatest
challenges — improving how we learn, produce food,
live our lives, save energy, travel from place to place,
and grow economies. They can establish clear rules
for international law enforcement cooperation. They
can foster the marketplace freedoms that affect the
technology industries own ability to invest, innovate,
trade, and grow. They can help foster the free flow

of data unencumbered by physical boundaries. They
can help ensure a talented workforce and overcome
the looming data scientist’s talent gap. And they can
help stoke the innovation bonfire to speed the benefits
from data to both businesses and consumers. With
pragmatic policies that tap human talent and tenacity;
harness innovation and investment; and expand capacity
and capabilities; policymakers can help maximize the
benefits that this data centered economy can deliver.



IN PERU, HISTORICAL SITES ARE
UNDER THREAT FROM DEVELOPMENT.

Using aerial technologies and powerful software
that stitches together imagery, Peru created

detailed three-dimensional

data point clouds

to map, monitor, and safeguard its endangered treasures.

PERU

€

MYTH
Data localization helps protect privacy
and improve security.

REALITY

Some may believe that data localization — requiring
data to be stored within the confines of a certain
country’s border — can improve privacy and security.
However, today’s technology benefits are being
enabled by the global force that is the Internet, and
fueled by data that crisscrosses the globe between
disparate data centers. Cross-border Internet traffic
has increased by over 50 percent since 2005.'°"
Enabling data to flow freely across borders is allowing
even the smallest companies and entrepreneurs to
become corner stores for the entire planet as they
begin selling and sourcing products, services, and
ideas across borders. Yet governments around the
globe are often considering policies that would restrict
the free flow of data, or require that data servers be
located within their jurisdictions as a condition of
serving the market.'® These restrictions undermine
the enormous efficiencies of scale and economic
benefits that can come from data innovation, and

the ability to combine different data sets in different
locations to discover beneficial insights from the
growing abundance of data. It can also undermine
security by preventing valuable data from being
backed up in multiple locations to protect it in the
event of a natural disaster or technical failure. To
achieve the benefits that data can deliver, every
country’s laws don’t need to be identical, but they do
need to be compatible. Enabling the free flow of data
across borders is one of the fundamental tenets for
enabling data-driven benefits.

MYTH

The only way data can be protected is
if governments step in to require that
it be protected.

REALITY

Existing government privacy rules can be combined
with rigorous, innovative privacy advances, and
voluntary industry best practices to ensure data is
secure and personal information is protected. By
contrast, government mandates that attempt to
approach privacy and security by requiring that data be
stored locally could inhibit innovation and limit the kinds
of societal benefits that data innovation can deliver.
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DIGITAL DISCOURSE

Understanding the
Language of Data

Abundant data

Once scarce, today the abundance of data has been
made possible by a growing ability to gather meaningful
forms of digital data in entirely new ways, combined with
the plummeting costs of storing data, and new ways to
create value from it.

Adaptive intelligence

Adaptive intelligence is computer intelligence that
doesn’t just involve the statistical processing of data,
but combines it with data containing specific domain
intelligence. By combining models of intelligent behavior
with expert knowledge, systems can better learn from
examples and adapt to novel situations.

Algorithm

An algorithm is a step-by-step procedure or series of
computer instructions that uses math to analyze data in
order to solve problems. Algorithms are used in almost
every software program.

Ambient intelligence

Ambient intelligence represents the vision that
technology will become increasingly invisible and
unseen as growing amounts of ubiquitous and low-
cost computing are embedded in the world around
us. Ambient intelligence would be available whenever
we need it as literally everything becomes connected,
intelligent, and responsive.

Analytics

Analytics is the simultaneous use of statistics and
software-based algorithms to discover meaningful
insights, patterns, and connections from within data.

Anomaly detection

Anomaly detection is the identification of data items

in a data set that do not match an expected pattern.
Anomalies are also called outliers, exceptions, or
contaminants in data and can often provide critical and
useful information.

Anonymization
Anonymizing data involves removing all personally identifi-
able information that could lead to the identity of a person.

Bad data

Bad data is data that is missing or incorrect. It can be as
simple as an incorrect street address, but bad data costs
Fortune 1000 companies billions of dollars every year.

Big data

Big data is an umbrella term that often refers to the
process of applying computer analytics to massive
quantities of data in order to discover new insights and
improve decision-making. It often describes data sets
that are so large in volume, so diverse in variety, and
moving with such velocity that it is difficult to process
using traditional data processing tools.



Brontobyte

A brontobyte is an unofficial measurement term for an
extraordinarily enormous amount of data. A brontobyte
is generally considered to be the equivalent of 1,000
yottabytes and is represented by a 1 followed by 27
Zeros.

Business intelligence (BIl)

Business intelligence refers to the set of technologies
and applications that transform raw data into operational
insights that can improve business performance and
decision-making.

Clustering analysis

Clustering analysis is the process of identifying data
objects that are similar to each other and clustering them
together in order to better understand the differences as
well as the similarities between data.

Cloud

The cloud is a broad term that refers to any application,
service, or data that is hosted remotely. In general, it

is made possible by large groups of remote servers
that are networked together to enable ubiquitous,
on-demand network access to computing or storage
resources.

Cognitive computing

Cognitive computing is the process of combining
large amounts of information with machine learning
technigues, pattern recognition technologies and
sometimes natural language processing to mimic the
way the human brain works. These systems are often
able to learn and interact with people by combining
information sources with context and insight.

Computer-generated data
Computer-generated data refers to data that is
automatically generated by a computer without human
intervention — like a computer log file, satellite telemetry
data, or sensor data from an industrial machine.

Dark data

Dark data consists of unstructured and untapped
data that is being stored, has not been analyzed

or processed, and is believed to be neglected or
underutilized in some way.

Data

Data is information in a raw and unorganized form that can
be digitally manipulated to represent conditions, objects,

or ideas. Common types of data include sales figures,
marketing research results, readings from weather sensors,
or a list of cities and their populations. We now generate an
estimated 2.5 quintillion bytes of data each day.

Data aggregation

Data aggregation is the act of gathering data from
multiple sources for the purpose of providing a higher
order analysis.

Data aggregation tools
Data aggregation tools transform scattered data from
multiple sources into a single new set of data.

Data analytics

Data analytics is the application of software as a way
of transforming and modeling data in order to derive
useful information, insights or meaning from data. It
is often used to uncover hidden patterns or unknown
correlations, and aid in decision-making.

Data analyst
A data analyst is someone responsible for preparing,
cleaning, and processing data.
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Data architecture and design

Data architecture is generally performed in the planning
phase of a new system to design and structure how
data will be processed, stored, used, and accessed. By
defining at the start how specific data will be related to
each other and put into motion, it is possible to design
how the data will flow and control the flow of data to
ensure it is protected throughout the system.

Database

A database is a large structured set of organized digital
data designed so that the data within it can be rapidly
searched, accessed, and updated.

Data center

A data center is a physical facility that houses a

large number of networked servers and data storage
repositories typically used for remote storage and
processing of large amounts of remotely accessible
data. There are an estimated half a million data centers
worldwide, many of which make up the cloud.

Data cleansing/cleaning

Data cleansing is the process of reviewing and revising
raw data to find and delete duplicates, correct errors,
add missing data, remove corrupt data, and provide
more consistency.

Data-directed decision making

Companies that use data-directed decision making
gather, process, and analyze data to support

crucial decisions. Research by Eric Brynjolfsson, an
economist at the Sloan School of Management at the
Massachusetts Institute of Technology, shows that
companies that use data-directed decision-making enjoy
a 5 percent to 6 percent boost in productivity.

Data mining

Data mining is the process of using powerful computer
algorithms to find patterns or knowledge from within large
data sets.

Data quality

Data quality is a metric used to define the value of data
to the user. It refers to the reliability, efficiency, and
worthiness of the data for decision making, planning, or
operations.

Data science

Data science is a discipline that incorporates statistics,
data visualization, computer programming, data mining,
machine learning, and database engineering in order
to extract meaningful insights that can solve complex
problems.

Data scientist

A data scientist is someone who is able to combine
human insights, mathematical know-how, and
technological tools to make sense out of data, for
example by developing and deploying computer
algorithms.

Data security

Data security is the practice of protecting data from
destruction, misuse or unauthorized access. Appropriate
data security measures can help prevent data breaches,
ensure data integrity, and protect privacy. It often
involves a combined focus on people, processes, and
technology.

Data set

A data set is a collection of related sets of information,
typically separate elements, in a tabular form that can be
manipulated as a unit.



Data source

A data source is the primary location where data comes
from, for example, from a database, spreadsheet, or a
data stream.

Data visualization

Data visualization involves creating visual representation
of data in order to derive meaning or communicate
information more effectively.

Data virtualization

Data virtualization is the process for retrieving and
manipulating different data sources without having to
know the technical details about where it is located or
how it is formatted.

De-identification

De-identification of data is the process of stripping out
information that links a person to a particular piece of
information.

Disruptive shifts

Disruptive shifts are the big and fundamental changes in
society and businesses, often enabled by transformative
new technologies that set up a whole new context

for how we work, live, play, and create value. Data
innovation is often described as a technology that
enables disruptive shifts.

Exabyte

An exabyte is an enormous unit of data storage — a

1 followed by 18 zeros. To put it in context, today we
create one exabyte of new information on a daily basis.

Hadoop

Hadoop is an open source software framework that
was built to enable the processing and storage of huge
amounts of data across distributed file systems.

Internet of Things

The Internet of Things describes a world where ordinary
devices are made much smarter, and connected to the
Internet to extend the smart revolution from the palm of
our hands to the world around us. Because everything
that can be connected, will be connected, some have
more aptly described it as the Internet of Everything. By
one estimate, we have only connected about 1 percent
of the things in the world that can be connected. By
2020, an estimated 50 billion devices will be connected
to the Internet.

Legacy system

A legacy system is any computer, application, or
technology that is outdated or obsolete, but continues
to be used because it performs a needed function
adequately.

Machine learning

Machine learning is the use of algorithms to allow a
computer to analyze data for the purpose of “learning”
from experience the actions to take when a specific
pattern or event occurs.

Metadata

Metadata is the data about data. It can include basic
summary information about the data like the author of
the data, the date it was created, the file-size, and date
last modified.

Outlier detection

An outlier is a piece of data that deviates significantly from
the general average within a larger data set. It is numerically
distant from the rest of the data and therefore, the outlier
indicates that something is going on and generally therefore
requires additional analysis. (See also Anomaly detection.)
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Pattern recognition

Pattern recognition is the process of looking for and
identifying patterns within data. It can be simple, like
identifying a repeating set of sequences within a DNA
sequence, it can be finding a pattern in the way two
data sets interact to discover whether there is a pattern
connecting one event to another, or with the help of
machine learning it can be looking for more complex
patterns like finding numerical characters in a picture.

Petabyte

A petabyte is an enormous measure of storage capacity
that is represented by a 1 followed by 15 zeros, or a
million gigabytes. A petabyte is roughly four times the
amount of data contained in the Library of Congress.

Predictive analytics

Predictive analytics involves using software algorithms
on one or more data sets to predict trends or future
events. When data from the present can be compared to
the past, it can often be used to help predict the future.

Predictive modeling

Predictive modeling is the process of developing

a model that will most likely predict a trend, future
behavior, or outcome — often by comparing events from
today to events from the past.

Real-time data

Real-time data is data that is acted upon as it is
created. It is often created, processed, stored, and
analyzed within milliseconds. Real-time data can include
everything from stock market prices to the speed of a
wheel as used in a car’s anti-lock brake system.

Recommendation engine

A recommendation engine is a computer algorithm that
makes recommendations, suggestions, or that can
personalize something for you based upon a variety of
data patterns often derived through machine learning
techniques.

Regression analysis
Regression analysis is a statistical process for using data to
estimate the relationship between two or more variables.

Risk analysis

Risk analysis is the use of software data analytics tools
to identify the likely risk of a project, action, or decision.
New data tools can help identify possible risks up front,
better model an array of scenarios to help reduce the
risk facing organizations, and monitor systems to identify
problems if things begin to head off course.

Root-cause analysis

Root-cause analysis is a method of problem solving that is
focused on looking at the relationship between cause and
effect to identify the root cause of a fault or problem. The
cause is a root cause if once it is removed from a sequence
of events, it prevents the undesirable event from repeating.

Semi-structured data

Semi-structured data is not structured by a formal data
model, like those used in databases, but provides other
means of describing the data and hierarchies. Semi-
structured data often uses tags or other data markers in
what is sometimes knows as self-describing structure.

Small data

Small data is about harnessing even small amounts of
data, like that contained in a customer survey, to achieve
actionable results. It generally refers to data sizes small
enough that a human could comprehend and analyze it.



Structured data

Structured data is highly organized and generally organized
into rows and columns making it easy to search and
manipulate.

Terabyte

A terabyte is a measure of data that is represented by
a 1 followed by 12 zeros. Terabyte hard drives can now
be commonly found in home and work computers, or
accessed via the cloud. To put it in context, a terabyte
can store about 300 hours of high-definition video.

Text analytics

Text analytics is the use of statistical, linguistic, and
machine learning techniques on text-based data to
derive meaning, extract concepts, or unlock insights.
Text analytics is generally performed on natural language
text like that contained in documents, transcripts, web
postings, commentary, or forms. It can be useful for the
summarization, discovery, or classification of content.

Transactional data

Transactional data is data that is derived from specific
events like financial purchases, invoices, payments, and
shipping data. It generally includes a timestamp and
supports the daily operations of an organization.

Unstructured data

Unstructured data has no pre-defined structure — for
example, notes from a meeting. According to some
estimates, unstructured information might account for
more than 70 percent to 80 percent of all data in an
organization.

Variety

Variety, one of the four Vs defining data innovation,
represents the various kinds of data often from different
sources that are combined and analyzed to produce
insights. The variety of types of data that today are being
processed in applications can include textual databases,
transaction data, streaming data, images, audio, and
video.

Velocity

Velocity, one of the four Vs defining data innovation, is
the speed at which the data is created, stored, analyzed,
and visualized. For example, large data warehouses may
receive billions of rows of new information each day.
Time-sensitive data must be used as it is streamed in
order to maximize its value.

Veracity

Veracity, one of the four Vs defining data innovation, is
used to signify the accuracy, certainty, and precision of
the data.

Volume

Volume, one of the four Vs defining data innovation,
refers to the amount of data processed — ranging from
megabytes to brontobytes.

Yottabytes

A yottabyte is a very large measure of data storage
that is represented by 1 followed by 24 zeros. To put it
in context, a yottabyte represents that amount of data
stored on 250 trillion DVD'’s.

Zettabytes
A zettabyte is a measure of storage that is represented
by 1 followed by 21 zeros. As of 2013, the World Wide
Web is estimated to have reached 4 zettabytes. By
2016, more than a zettabyte of data is projected to cross
our networks globally on a daily basis.
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